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Overview  

  

Heroix Longitude provides an affordable, yet robust, Agentless solution designed 

for the small to medium size business or department that requires multiplatform 

support. Heroix Longitude monitors and alerts on the availability and 

performance of remote systems and applications, without requiring any software 

to be installed on the monitored systems. This helps you reduce costs associated 

with deploying agent-based software while minimizing system and network 

overhead.  

  

Automated Notification  

  

Heroix Longitude features automated e-mail notification so you can spend less 

time sitting in front of a console. When Heroix Longitude detects a problem it 

will automatically notify the proper support personnel with detailed, actionable 

data so they can quickly resolve the problem and restore critical business service.  

  

Self Maintaining & Self Updating  

Heroix Longitude reduces administration time by automatically performing many 

administrative tasks. Heroix Longitude performs its own DB administration tasks 

(such as automatically resizing the Heroix Longitude repository if it is 80% full or 

has less than 100 MB free) and other tasks such as removing inactive computers 

from the monitoring list. It also compresses and cleans data, and deletes old log 

files automatically. This reduces administrative and training costs while enabling 

systems administrators to focus on the business. When Heroix updates its 

software, Heroix Longitude‟s Upgrade Manager automatically downloads and 

installs the updates without disrupting operation.  

  

Product Architecture   

 Agentless Multi-platform Monitoring  

  

Heroix Longitude does not require agents to be installed on monitored computers. 

Heroix Longitude‟s Agentless architecture is based on industry standards and 

utilizes available technologies such as SSH, Telnet, WMI, JDBC, JMX and HTTP 

to collect performance data from multi-platform systems such as Linux, UNIX 

and Windows.   

  

Web Enabled   

  

Based on industry standards, Heroix Longitude is 100% Web enabled so you can 
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view alerts, perform administrative tasks or review historical performance reports 

securely from a Web browser.   

Distributed Architecture  

  

 

 
 
  

Heroix Longitude Software Components  

  

Heroix Longitude Software Components are major atomic units of functionality 

that are capable of running as independent processes.  

Component Descriptions  

  

• Statistics Server: Collects data from local or remote computers and 

applications when requested to do so. Such requests normally come 

from the Consolidator but can come from the Web UI as well (i.e. 

when testing data collection). The Statistics Server can collect data 

from the computer it is running on as well as remote computers using 

framework technologies such as WMI, SSH, JDBC, JMX or HTTP.  
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• Consolidator: Orchestrates the periodic collection of data from one or 

more Statistics Servers. The Consolidator then processes the collected 

data (i.e. cooks the raw statistical data) and stores it in the central 

repository in a normalized form.  

  

• Rule Engine: Executes a set of tasks on a scheduled or as requested basis. 

Each  task execute a set of rules that analyzes collected data from 

remote computers and applications to determine the health and well 

being of customer applications and computers.  

  

• WebUI:  Provides the user interface to the Heroix Longitude product. All 

functions from authentication, administration, command and control, 

event monitoring and reporting and graphing are provided by the Web 

UI. The Web UI provides a 100% web based experienced to Heroix 

Longitude users via Internet Explorer, or Firefox browsers.  

  

• Upgrade Manager: This is a common component used to upgrade any 

application (or component) at run time (including itself). The Upgrade 

Manager will periodically will check the version of software running 

on the Management Station (and Agents) vs. the latest version of the 

software available from the Upgrade Server, which is maintained by 

Heroix. If a more recent version of the software is available from the 

Upgrade Server, the Upgrade Manager is capable of automatically 

retrieving and installing the newer software, if requested by an 

authorized user.  

  

• Repository: The SAP database that runs on the management station and 

stores all meta-data and collected performance and operational data 

from customer computers and applications as well as events generated 

by the Rule Engine. The repository is the backbone for the operation 

of the Consolidator, Rule Engine, WebUI and Upgrade Manager 

components of Heroix Longitude.   

  

 

Heroix Longitude Product Definitions  

  

Agent - a computer that is hosting the Heroix Longitude Statistics Server 

component only. The Heroix Longitude Statistics Server is capable of collecting 

data from the agent computer itself as well as other computers that are network 

accessible from the agent.  

  

Note: It is not necessary to perform an agent installation on every computer.  

Heroix Longitude is designed to collect data from computers in an agentless 

fashion. Typically agents are used when data needs to be collected across 

multiple domains, each with different security. In this scenario one agent is 
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normally placed in each of the security domains. Please see the section called 

When to choose the Agent Install Set for additional information.  

  

Applications -  Applications give you everything you need to monitor a particular 

OS such as Unix or application such as SQL Server.  Applications consist of a set 

of collections (with associated schedules), tasks (with associated rules and 

schedules), report definitions, graph definitions and event monitor definitions. 

They also contain data collection configuration information for each collected 

computer as well as rule property information. Applications can be provided for 

the base operating system (e.g. Windows or Linux) or for layered applications 

such as Oracle, Exchange or DB2 or from J2EE application servers such as 

WebLogic or WebSphere.  

  

Base Application refers to operating systems (e.g. Linux, Unix, Windows 

2000/2003/2008)  

  

Layered Application refers to products that run on operating systems (e.g. 

Oracle, SQL Server, Exchange, IIS, WebLogic, WebSphere, etc.)  

  

Collection - a set of related data items be collected from a monitored computer on 

a defined schedule. A collection corresponds to a table in the repository. The 

individual data items of a collection correspond to columns within the repository 

table. The Consolidator knows the overall collection topology, which embodies 

which collections to request for which Monitored Computers using which Statistic 

Servers and on what schedule.  

  

Console - the Heroix Longitude Web UI, which can be accessed using a web 

browser (Internet Explorer 7.0 or Internet Explorer 8.0, Firefox 2.0 or Firefox 

3.0).  

  

Event - a record written to the Events table of the Repository by a Rule Engine 

Task upon discovering something of note in a Monitored Application. Events are 

normally used to indicate that something of interest or urgency has been 

discovered after analyzing collection data. A simple example of an event could be 

that the CPU is too busy when analyzing collected CPU data from a monitored 

computer.  

  

Function - an individual menu option available in the Web UI  that performs a 

specific operational task (e.g. Manage Users, Manage Monitoring).  

  

Instance - a user-friendly name for a particular copy of an application running on 

a computer. Most applications do not support instances (i.e. only one copy of the 

application can run on a given computer). However certain applications, such as 

Oracle or WebLogic support the notion of multiple separate copies of the 

application running on a given computer. To distinguish between different copies 

of the application, the instance name is used.  



8 

 

  

Management Station - a computer that is hosting all of the Heroix Longitude 

components and is network accessible. The Heroix Longitude software 

management components are the Statistics Server, Consolidator, Rule Engine, 

WebUI and Upgrade Manager.  

  

Monitored Computer - a computer that is providing performance and 

operational data to a Heroix Longitude Management Station. Computers can be 

queried by remote framework technologies such as WMI, SSH, JDBC, JMX or 

HTTP. Monitored Computer data is collected by the Statistics Server, initiated by 

request from the Consolidator. The collected data is then sent from the Statistics 

Server to the Consolidator for storage in the repository. The data is subsequently 

used for evaluation by the Rule Engine and/or reporting and graphing by the Web 

UI.  

  

Property – a name/value pair that is used throughout Heroix Longitude to control 

product configuration and operation. For example a property name may be the 

DatabaseURL and the value is the location of the Management Station‟s 

Repository. Another example is a property name of CpuBusyPctHigh and the 

value of 85%, which is the percentage above which CPU utilization on a 

computer is considered too high.  

  

Rule Property – rule properties are properties that define the thresholds and 

actions of rules. Each application ships with a known set of rule properties. 

Each rule property ships with an initial factory value that is deemed appropriate 

for the monitoring application. Rule properties can have values for specific 

entities (e.g. a specific computer or a specific disk drive) as well as a global 

value that is meant to apply to all entities that don‟t have a specific value 

attached.  

  

Repository - the database stored on the management station that stores all meta-

data and collected performance and operational data from customer applications. 

The repository also stores events generated by the Rule Engine. The repository is 

the backbone for the operation of the Consolidator, Rule Engine, Web Server and 

Upgrade Manager components of the Heroix Longitude product.  

  

Role - a definition of the overall security capability for user. Each role is named 

and can be assigned to one or more users. A user has exactly one role. Each role is 

a list of the Functions user can and can not access. Users that can not access a 

function are not aware of the function, as inaccessible functions are not rendered 

by the Web UI menu system.  

  

Rule - a definition of the condition to look for and the actions to take when 

collected statistical data meet the defined condition. For example the Win_Disk 

rule creates reports disks with a high busy percentage or low free space.  
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Task - a named container that holds a list of rules that run on the same schedule 

or on request. The rules in a task execute in sequential order (i.e. rule 1, rule 2…) 

within a single thread in the Heroix Longitude Rule Engine. Note that the Heroix 

Longitude Rule Engine is multi-threaded and different tasks can execute in 

different threads at the same time.   

  

Upgrade Server - a server containing the most recent version of Heroix 

Longitude software. Normally the upgrade server is a Heroix server.  

  

Installation  

Installation Requirements   

Heroix Longitude Server Minimum Requirements  

  

• Windows 2003 Server or Windows 2008 Server  

• 2.4GHz P4 or Xeon processor  

• 2 GB Main memory   

• 5 GB of free disk space 

• 100 MB Ethernet Adapter  

  

 

Note: Hardware requirements vary based on the number of computers that Heroix 

Longitude will be monitoring. The following configuration is recommended to 

monitor 100 computers:  

• Use a remote statistics server to collect statistics in order to reduce the load 

on the Management Station.   

• The remote statistics server should have a minimum of 512 MB of RAM, 

while 2 GB of RAM is required for the Management Station.   

• A dual processor is recommended for the Management Station when 100 to 

250 computers are monitored and a dual processor is recommended for 

both the Management Station and the remote statistics server when more 

than 250 computers are monitored. When monitoring less than 100 

computers, either two single-processor machines (a Management Station 

and a remote Statistics Server) or one dual-processor Management Station 

is recommended.  

• For better performance install the database on a separate drive from the 

Longitude installation (on the Choose Database Install Folder step of the 

install, which is described in the "Performing the Installation" section 

below). For the default 100 Managed Computers, the Production 

Installation allocates 3 GB of disk space to the Longitude database and 

requires about 5 GB of disk space for the Longitude installation (the disk 

space allocated to the database will vary depending on the number of 

Managed Computers specified during the installation). 10 GB of free 

space is recommended on the database drive in order to maintain data 
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from 100 computers for 1 year.  

• RAID 1 is recommended to protect against data loss and to promote high 

availability.  

 

No Existing SAP  

You should not install the Longitude Server on a machine that already has SAP 

installed.  

U.S. English Regional Setting  

Heroix Longitude requires a regional setting of U.S. English. If another regional 

setting is used it may cause problems with numeric values displayed in the Event 

Monitor.  

  

VMWare  

The Heroix Longitude Server is supported on a VMWare virtual machine if the 

virtual machine is running one of the supported operating systems and if it has 

been allocated at least the amount of resources listed above under Minimum 

Requirements.  

UPS  

Heroix recommends protecting the Longitude Server against power failures that 

could potentially leave the database in an invalid state, by putting the server on a 

UPS.  

DNS Configuration  

Since Heroix Longitude collects data remotely it is important that the DNS 

configuration of the Management Station is correct.  DNS lookup timeouts can 

cause the Heroix Longitude Statistics Server component of the Management 

Station to have sluggish responses.  

Heroix Longitude Agent (Statistics Server only) Minimum Requirements  

  

• Red Hat Linux 9, Red Hat Linux ES 3.0, Red Hat Linux ES 4.0, Red Hat 

Linux AS 4.0, Red Hat Linux EL 5.0, Suse Linux 9, Suse Linux 10.0, 

Suse Linux 11.0, Windows 2003 Server or Windows 2008 Server  

• The Longitude agent is not supported on Suse Linux servers where 64-bit 

extensions have been installed.  

• 2.4GHz P4 or Xeon processor  

• 512 MB Main memory  

• 100 MB Ethernet Adapter   

  

 

Agent Disk Space Requirements  
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Platform  With WebLogic 

Collector  

Without WebLogic Collectors  

Windows  95 MB  60 MB  

Linux  120 MB  85 MB  

 
  

If Heroix Longitude will be collecting data remotely it is important that the 
DNS configuration of the Statistics Server machine is correct.  DNS lookup 
timeouts can cause the Heroix Longitude Statistics Server to have 
sluggish responses.  

  

Heroix Longitude Console Requirements  

  

Internet Explorer 7.0 or Internet Explorer 8.0, Firefox 2.0 or Firefox 3.0  

  

Port requirements   

  

7220 Port number used by Statistics Server (configurable as the 

TcpPort property for the Statistics Server using the 

Administration » Component Management » Manage Longitude 

Properties function - the Statistics Server must be restarted before 

the new port will be used, using the Administration » Component 

Management » Start-up/Shutdown function).  Port number used 

for communication between Management Station and remote 

agents (configurable as the SsTcpPort property of the 

Consolidator in the Manage Longitude Properties function – you 

need to restart the Consolidator after changing this property using 

the Start-up/Shutdown function). 

7221  The port used by the Consolidator Server. The port number the 

Rule Engine uses when sending a request to a Consolidator.  

7222  Port number used by the Rule Engine Request Server.  

7229  Port number used by the Upgrade Manager.  

7228  Port number used to access the Longitude Web UI 

(http://localhost:7228). Must be accessible to view the Longitude 

Web UI.  

7238  Port number used by the HTTPS server. This is used to redirect 

the request when HTTP connections are not allowed. Must be 

accessible to view the Longitude Web UI using HTTPS.  

7223  SSL port number used by the Statistics Server (configurable as the 

SslTcpPort property for the Statistics Server in the Manage 

Longitude Properties function - you need to restart the Statistics 

Server after changing this property using the Start-up/Shutdown 

http://localhost:7228/webui/Administration/index.do
http://localhost:7228/webui/Administration/CommandAndControl/index.do
http://localhost:7228/webui/Administration/CommandAndControl/ManageConfiguration/manageConfiguration.do
http://localhost:7228/webui/Administration/CommandAndControl/ManageConfiguration/manageConfiguration.do
http://localhost:7228/webui/Administration/index.do
http://localhost:7228/webui/Administration/CommandAndControl/index.do
http://localhost:7228/webui/Administration/CommandAndControl/index.do
http://localhost:7228/webui/Administration/CommandAndControl/StartupShutdown/startupShutdown.do
http://localhost:7228/webui/Administration/CommandAndControl/StartupShutdown/startupShutdown.do
http://localhost:7228/webui/Administration/CommandAndControl/ManageConfiguration/manageConfiguration.do
http://localhost:7228/webui/Administration/CommandAndControl/ManageConfiguration/manageConfiguration.do
http://localhost:7228/webui/Administration/CommandAndControl/StartupShutdown/startupShutdown.do
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function).  

 
  

Port Usage Breakdown  

  

Ports used by the management station.  These ports must be accessible to view the 

Heroix Longitude Web UI:  

  

7228   TCP  HTTP access to the Web UI.  

7238   TCP  HTTPS access to the Web UI.  

 
  
Ports used by an agent.  In order for a Management Station to collect 
statistics from Heroix Longitude Statistics Servers across a firewall, you 
need to open these ports must be open in both directions:  
  

7220   TCP  Access to the statistics server.  

7223  TCP   SSL access to the statistics server.  

7229  TCP  Access to the upgrade manager.  

 
  
Ports used internally within the management station.  These should not be 
publicly accessible:    
  

7220   TCP  Access to the statistics server.  

7221  TCP  Access to the consolidator.  

7222  TCP  Access to the rule engine.  

7229  TCP   Access to the upgrade manager.  

 
  

  

Pre-Installation instructions  

  

Preparing to Install on Windows  

  

• InstallAnywhere wizard walks you through the product installation, which 

takes approximately ten to thirty minutes.  

• To install Heroix Longitude you should log in with, or run the install from, 
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an account that is a member of the local Administrators group.  

• It is strongly recommended that you quit all other programs before 

performing the installation.  

• To initiate the install, run HeroixLongitude{Build#}.exe (or 

HeroixLongitudeA{Build#}.exe to install the agent using the agent-only 

installer), where {Build#} is a number representing the current build.  The 

agent can also be installed with the HeroixLongitude{Build#}.exe 

installer).  

• Data Execution Prevention, which is installed with Windows 2003 SP1, 

must be configured to allow the installer to run. To do this:  

 a. Right-click My Computer and select Properties  

 b. Select the Advanced tab  

 c. Select Settings under the Performance header   

 d. Select the Data Execution Prevention tab  

 e. Select the Turn on DEP for all programs and services except 

those I select radio button  

 f. Click the Add button and browse to the Longitude installer (e.g. 

HeroixLongitudebuild.exe where build is the current build – the 

agent installer will be HeroixLongitudeAbuild.exe)   

 g. Click the Open button to add it to the list of allowed programs 

and click the OK button until the System properties applet closes  

  

 

 Performing the Installation  

  

Note: If you use the agent-only installer, you will not see all of the screens 

detailed below -  you will only see the ones that are relevant to an agent install.  

  

Introduction  

  

The Introduction screen provides general instructions about performing the 

Heroix Longitude installation. Click the Next button to proceed, after viewing the 

instructions on the screen.  

  

Supported Platforms  

  

The Supported Platforms screen displays the operating systems that the Heroix 

Longitude installation supports. Click the Next button to proceed, after 

confirming that the operating system of your server is on the list.  

  

License Agreement  
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The License Agreement screen displays the license agreement for the Heroix 

Longitude product. You must select the I accept the terms of the License 

Agreement radio button in order to proceed with the Heroix Longitude 

installation. Click the Next button to proceed, after accepting the license 

agreement.  

Install Set  

  

From the Install Set screen you can choose either:   

  

 The Management Station install set, which installs the entire product, or   

  

 The Agent install set, which installs only the Heroix Longitude Statistics 

Server. The agent install will allow the computer to collect performance 

and operational data from itself and other remote computers when 

requested to do so by a Heroix Longitude Management Station.  

  

 

When to Choose the Agent Install Set  

  

Agent installs facilitate the monitoring of mixed domain or mixed platform 

environments, as well as enabling local data collection, when preferred.   

  

• Mixed Domain Environments - you can install the agent on a computer in a 

remote domain to simplify the collection of WMI statistics from the 

other computers in the remote domain by avoiding domain trust issues 

between the Management Station and the remote domain.   

  

• Local Data Collection - you can also use an agent for local data collection 

and archiving so that data is collected even if the network or the 

Management Station goes down.  

  

• DMZ Collection – if you want to monitor computers that are separated 

from the Management Station by a firewall, you can install the agent on 

one of the computers in the DMZ that can collect statistics from the 

other DMZ computers.  The Management Station will be able to get the 

collected data from the agent by opening TCP port 7220 in both 

directions on the firewall (or 7223 if the statistics server is configured to 

use SSL).  

  

 

Legal Topologies for Installing in a Multiple-Agent Environment  
  

1. From a given Management Station a computer can only be monitored by 

one Agent (Statistics Server).  
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2. The agent that is first associated with a computer remains associated with 

that computer unless the computer is deleted and re-entered.  

3. Windows computers can only be collected by Windows agents. Therefore, 

it is important to register new Windows computers with a Windows agent 

in that domain. If a Windows computer is inadvertently associated with a 

Unix agent, then the computer should be deleted and re-entered.   

4. The agent that monitors Oracle should be on the same side of the firewall as 

the computer running Oracle.  

  

 

Click the Next button to proceed, after selecting an install set.  

  

User Account Information  

  

During the Management Station install you must specify a username/password 

pair to be used for the initial Heroix Longitude user and the SAP database user. 

This account is used to log in to the Heroix Longitude Management Station. You 

can optionally specify a password hint to help you remember your password.   

  

The username must be at least three characters long and can only include letters 

and numbers. The password must be at least 6 characters long and can only 

include letters and numbers.   

  

Note: If you later change the password for the default Longitude user in the 

Longitude Web UI, this will not change the password of the SAP database user, 

so you should make a note of the password that you enter, in case you ever need 

to use it to log in to the SAP interfaces to administer the Longitude database.  

  

The e-mail address that you specify will be the recipient of e-mails that Heroix 

Longitude sends related to the specified user account. For example, if you forget 

the password of the initial Heroix Longitude account, a new password will be sent 

to the e-mail address that you specify here.   

  

Longitude will also send emails about component and task failures to this address. 

Mail will only be sent for components that fail on the local Management Station, 

not for remote Statistics Servers. Only one e-mail will be sent for a component 

that is found to be not running, but an update e-mail will be sent every 24 hours 

for tasks that continue to fail. The address for component and task failure alerts 

can be changed by configuring the Upgrade Manager's 

MailToForLongitudeProblems property using the Manage Longitude Properties 

function (Home » Administration » Component Management » Manage 

Longitude Properties) in the Web UI (click the Help link within this function for 

details on configuring component properties).  

  

Click the Next button to proceed, after entering the user information.  
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Service Account Information  

  

The Windows installation gives you the option to specify a Windows account for 

the Statistics Server service.  An account that is a member of the Domain Admins 

group is recommended in order to allow WMI collections to succeed within the 

domain.  

  

If you do not enter an account that is a member of the Domain Admins group, you 

will receive a pop-up warning (Note: You may also receive this warning if you 

are running a non-English version of Windows) .  The pop-up can be dismissed 

and you can continue with a non-Domain Admins account, if desired.  In order for 

WMI collections to succeed, the account/password pair assigned to the Statistics 

Server service must exist in the local Administrators group of the target.   

  

If you leave the User Name field blank, the service will be configured to use the 

Local System Account. To enter a local account, enter the computer name in the 

Domain Name field (do not leave it blank), and then fill in the account and 

password in the User Name and Password fields.  

  

Click the Next button to proceed. See below for additional information about 

WMI authorization and the Statistics Server account.  

  

WMI authorization and the Statistics Server Service logon account  

  

During the install, you are asked for the domain/user/password of a domain 

administrator account. If you put in a different account you are warned about it. 

Refer to Connecting to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B. In essence:  

  

1. The account on Computer A is a member of the Administrators group.   

2. The same username and password credentials identify an account on 

Computer B that is an Administrator account.   

3. The password for the account on Computer A is not blank.   

  

 

You will notice that the account does not have to be a Domain Admin. The 

installation screen asks for a Domain Admin account because that account has the 

advantage of existing (and having local admin privilege, by default) on computers 

in a domain. No configuration is required on the computers being monitored.  

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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One alternative is setting up a different account (with less than Domain Admin 

privilege) specifically to be used by Heroix Longitude. Doing the configuration 

for this may be undesirable for a large quantity of computers or if the computers 

being monitored are offsite.  

  

Install Folder  

  

Select the directory under which Heroix Longitude should be installed. If desired, 

edit this field by typing a new path, or use the Choose... button to browse to a 

directory. If the path that you enter does not end with a Longitude subdirectory, a 

Longitude subdirectory will be automatically added (e.g. if you enter C:\, Heroix 

Longitude will be installed to C:\Longitude, whereas if you enter C:\Longitude, 

Heroix Longitude will still be installed to C:\Longitude). The path including the 

drive and the Longitude folder cannot be more than 28 characters, and should 

only include numbers, letters, an underscore, or a dash (other than the directory 

separators (backslash). The Restore Default Folder button will revert the field to 

the default installation folder. Click the Next button to proceed, after choosing an 

install location.  

  

Database Install Folder  

  

Select the directory under which Heroix Longitude database should be installed. 

For better performance, Heroix recommends installing the database to a different 

drive than the one specified for the Install Folder in the previous step. If desired, 

edit this field by typing a new path, or use the Choose... button to browse to a 

directory. The path, including the drive, cannot be more than 28 characters, and 

should only include numbers, letters, an underscore, or a dash (other than the 

directory separators (backslash). The Restore Default Folder button will revert the 

field to the default installation folder. Click the Next button to proceed, after 

choosing an install location.  

  

Number of Managed Devices  

  

For a Production Management Station installation, the install asks you to specify 

the number of servers that you expect Longitude to monitor. The installation will 

use this information, along with the amount of memory on the server, to configure 

the Longitude database appropriately in terms of its disk space and memory 

allocation. You must enter an integer between 5 and 1000.  

  

Desktop Shortcut 
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 A shortcut is always created in a program group called Heroix Longitude. You 

can also specify that you want a shortcut created on the desktop. Click the Next 

button to proceed.  

  

Pre-Installation Summary  

  

The Pre-Installation Summary screen allows you to review the choices that you 

made for the Heroix Longitude installation. Click the Install button to continue 

with the displayed installation properties. If you want to change a property before 

proceeding with the install, use the Previous button to navigate backwards in the 

installation wizard.  

  

Install Complete  

  

When the Heroix Longitude installation has finished the Install Complete screen 

will be displayed. Click the Done button to close the installation wizard.  

  

Troubleshooting  

  

On Windows a file named Heroix_Longitude_InstallLog.log is created in the 

Longitude directory by the Heroix Longitude installation (by default C:\Program 

Files\Longitude). The SAP database install log is called sapdbInstallLog.txt on the 

root directory for the Longitude Install Folder (rather than the Database Install 

Folder) (e.g. C:\). Also under the root directory is an install log called 

HeroixLongitude_Log.txt.  

  

If you experience any errors or problems during installation, the contents of these 

files can help Heroix Technical Support diagnose the cause of the problems.  

  

  

Post-Installation Instructions  

Accessing the Heroix Longitude Web UI  

  

You can access the Heroix Longitude Web UI at:   

  

http://ManagementStationName:7228/webui  

  

On a Windows-based Management Station there may also be a shortcut for the 

Web UI available in the Heroix Longitude program group from the Start Menu, if 

the default Choose Shortcut Folder selection was used during the installation. 

By default this shortcut is only created for the user who performed the 
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installation, but there is an installation option to create the shortcut for All Users 

as well.  

  

The Web UI site must be part of Internet Explorer trusted site list, when using 

Internet Explorer Enhanced Security Configuration. You should close and reopen 

the Web UI after adding it to the trusted site list.  

  

Configuring HTTPS for the Management Station  

  

The Heroix Longitude Management Station supports HTTPS connections. The 

advantage of using HTTPS over straight HTTP is that the web application will 

travel over the internet encrypted between the user and the browser, thus 

protecting sensitive information, such as passwords, that the user enters or views 

through Longitude.  

  

If you want a specific session to be secure (e.g. if you are accessing Longitude 

from a public computer), while not requiring all sessions to use HTTPS, you can 

always use the HTTPS protocol/port instead of the HTTP protocol/port just by 

using the secure URL for that session. The secure URL for the Heroix Longitude 

Management Station is:  

  

https://ManagementStationName:7238/webui  

  

If you want to require all access to the Web UI to go through HTTPS, you need 

to:  

  

1. Open the Web UI using the secure URL (e.g. 

https://ManagementStationName:7238/webui ).   

  

2. Go to the Manage Longitude Properties function (Home » Administration » 

Component Management » Manage Longitude Properties),   

  

3. Select Web UI, and click the Advanced Properties button.   

  

4. Set the property AllowSecureConnectionsOnly to "yes" and click the Save 

Changes button.   

Note: If you accessed the Web UI using the HTTP protocol port, rather 

than using the secure URL, you will be redirected to the secure site at this 

point. Because of a known issue with loading the Web UI using HTTPS 

redirection and Internet Explorer, you should close the browser session 

after making this change and start a new one by logging into the HTTPS 

URL directly (e.g. https://ManagementStationName:7238/webui) rather 

than using the HTTP protocol and port.  
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Now, all connections to the Web UI will go through HTTPS. If you use Internet 

Explorer, always access the HTTPS site directly at:  

  

https://ManagementStationName:7238/webui  

  

Heroix Longitude ships with a certificate that will encrypt data and enable HTTPS 

to work, however since the same key is installed with every Heroix Longitude 

installation, the best practice security-wise is to replace the certificate with your 

own.   

  

The certificate that ships with Heroix Longitude is not signed by a certificate 

authority, so Internet Explorer will prompt users with a warning message 

declaring that the certificate is invalid. Users should click "Yes" to continue to 

load the page.    

  

Problems Loading Web UI Using HTTPS Redirection  

  

A known issue where the resources, such as images and JavaScript files, 

referenced in the html of the main Web UI JSP page are not loaded by Internet 

Explorer can be avoided by accessing the HTTPS directly, rather than accessing 

the HTTP site and getting redirected to the HTTPS site. Access the HTTPS site 

directly at:  

  

https://ManagementStationName:7238/webui  

Licensing  

  

Heroix Longitude is licensed using a key provided by Heroix. Use the Load 

License function (Administration » Licensing » Load License) in the Heroix 

Longitude Web UI, to apply your key.   

  

Your license key will contain a number of Operating Systems units, which you 

can use for server monitoring (e.g. Base OS units will enable you to run the 

Longitude Windows (including the WindowsEventLog application) application 

and the Unix application), as well as specialized application units, which you can 

use to monitor different types of applications. A license key also defines the 

components that the Management Station will be able to run (e.g. Rule Engine, 

Web UI, Consolidator), any optional Web UI functions, and the expiration date. 

Display the properties of your key with the Display License function (Home » 

Administration » Licensing » Display License) in the Heroix Longitude Web UI.  

  

A computer will only consume one license unit of a given type, even if multiple 

applications of that kind are added to the computer. For example, a computer that 

is licensed with a single Layered Application unit can be monitored with any 

number of Longitude Layered applications (e.g. Active Directory, Apache, 
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DHCP, Exchange, IIS, etc.) at the same time. The exception to this is the 

Transaction Monitoring application, where each transaction will consume a 

separate unit. A unit will be consumed per individual transaction, so if you use the 

Ping protocol to monitor 10 computers this will consume 10 transaction units, and 

if you use the Process protocol to monitor 2 different processes on the same 

computer this will consume 2 transaction units.  

  

Note that if a computer consumes a non-Operating Systems license unit, it will 

also consume an Operating Systems unit, even if an Operating Systems 

application has not been added to that computer (the exception to this is that if 

only protocols of the Transaction application have been added to a computer, it 

will not consume an Operating System unit in addition to a Transaction unit).  

  

For example:   

  

 You have a license that includes 10 Operating System units   

 You add the Windows application to 8 Windows computers   

 You add the Apache application to 2 Unix computers   

 The 2 Unix computers will consume 2 Operating System units in addition to 

the 2 Layered Application units.   

 If you try to add the Unix or Windows application to another computer, you 

will receive a message that there are not enough Operating System units 

available (unless you add the Unix application to one of the 2 Unix 

computers where you had added Apache).  

  

  

 

Add Applications  

  

a. In the Heroix Longitude Web UI select the Manage Monitoring function 

under Monitoring.  

b. The first time that you select this function, you will be automatically 

brought to the Monitor Application page so that you can specify what 

applications you want to monitor.  

  



22 

 

   

  

c. For any application you need to specify:  

i. Agent – Accept the default to use the Statistics Server on the 

Management Station when collecting the statistics for the 

application/computer you are entering, or select (new) to specify a 

remote agent. If you want the data traffic between the consolidator and 

the remote agent to be encrypted, you can configure the consolidator to 

use SSL by checking the Use SSL box on the New Agent form.    

  

 

   

  

  

  

Guidelines for Choosing an Agent  
  

1. From a given Management Station, a computer can only be 

monitored by one Agent (Statistics Server).  

2. The agent that is first associated with a computer remains 

associated with that computer unless the computer is deleted 

and re-entered. If you want to use a new agent for the 

collections from an existing computer, you must first remove 

all Longitude applications from the computer before registering 

the new collections.   

3. Windows computers can only be collected by Windows agents. 

Therefore, it is important to register new Windows computers 
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with a Windows agent in that domain. If a Windows computer 

is inadvertently associated with a Unix agent, then the 

computer should be deleted and re-entered.   

4. The agent that monitors Oracle should be on the same side of the 

firewall as the computer running Oracle.  

  

 

ii. Select the application that you want to monitor from the Application 

drop-down box.  

iii. Specify the name or IP address of the computer on which the 

application that you want to monitor is running. You can enter a 

comma-separated list of computers here, as long as the properties for 

the application on each of the computers are the same.   

Discovered Computers  
Clicking on the arrow next to the Discovered Computers text will 

display a table of computers that Longitude has detected are 

running particular platforms or applications. The discovery checks 

for the responsiveness of ports that are used by default for the 

different platforms or applications. Longitude checks for the 

responsiveness of ports related to web servers, Oracle, SQL Server, 

Unix, and Windows. If the representative port for an application or 

platform is responsive, Longitude will indicate this with an X for 

that device in the appropriate column of the table. The table will be 

automatically updated each night.  

  

Note: IP addresses will be displayed instead of computer names if 

the name of the computer could not be determined using a reverse 

DNS lookup.  

  

When you select the Internet, Oracle, SQLServer, Unix or 

Windows application; a Suggest button will appear next to the 

Computer field. When you click the Suggest button it will add the 

first five computers detected with that application. To add 

additional computers click the More... button. When you have 

added all of the discovered computers the button will no longer 

appear.  

  

Monitored Computers  
Clicking on the arrow next to the Monitored Computers text will 

expand a tree of previously monitored computers, from which you 

can make selections by checking the boxes next to the groups or 

individual computer names. You only want to select multiple 

computers where the same application properties are appropriate 

for all of them.  

iv. Some applications require further information.  For applications that 

require additional property fields to be configured, a Help link, with 
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information about configuring those properties, will appear in the 

Properties section. Transactions that do not include properties (e.g. 

Ping) will also include a Help link, with information specific to that 

transaction, in the Properties section of the form. For details on what 

you need to specify for a particular application, please see Out of box 

applications.  

 

d. Click the Monitor Application button. It may take 1-3 minutes to register 

the collections.  

  

  

 

Setting Computer Properties  

  

a. After you have successfully added an application, the main Manage 

Monitoring page will display a tree with the computers grouped by 

managed application. You can change the display so that it only lists the 

applications that are added for each computer by clicking the By 

Computer tab. You can also change the display so that it only lists the 

computers for each application by clicking the By Application tab. The 

Image tab displays the computers on images as defined in the Manage 

Views function.   

b. Select any computer from the tree to manage the applications and properties 

on that computer.  

  

 
   

  

c. From the Manage Computer screen click the name of the computer to 
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configure the properties for that computer. Setting computer properties 

allows you to define views where the list of computers is organized based 

on selected properties. For example, if you set the location property for 

your computers, you can later define a view where the computers are 

organized based on location. Longitude automatically sets the properties 

that it auto-detects while adding certain applications. For example, when 

you add the Windows application to a monitored computer, Longitude 

determines the Operating System version and sets the OS property for the 

computer.  
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d. The Contact Email property is where you define the default destination for 

e-mail notifications when a problem is detected on the selected computer. 

Enter a comma separated list of e-mail addresses (the maximum number 

of characters for this field is 1024). Before you will receive e-mail 

notifications, you also need use the Manage Action Rules function (Home 

» Actions » Manage Action Rules) in the Longitude Web UI to configure 

Longitude to send mail in response to specific events.  

By default, Heroix Longitude uses an internal SMTP engine to send email 
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because the internal SMTP engine usually does not require any 

configuration from the user. For details on configuring Heroix Longitude 

to use a different SMTP server, please see Heroix Longitude SMTP Server 

Configuration.  

e. Click the Save Changes button.  

f. The Manage Computer Properties screen, which is accessible from the main 

Manage Monitoring screen ( Home » Monitoring » Manage Monitoring ) 

by clicking the Manage Computer Properties link, gives you the option to 

copy properties from one computer to others and to set properties for 

multiple computers at once using Set Macro Properties.   

 

Customizing Views  

  

Customizable views allow you to create different views of your IT infrastructure. 

Create summary views for managers and executives, or give different support 

organizations views that include only those computers for which they are 

responsible. The view is how the list of computers is organized on the screen in 

either the tree view or on the image view, which is available in the Event Monitor 

and the Manage/Display Monitoring functions.   

  

Use the Manage Views function, available on the Monitoring menu of the Web UI 

( Home » Monitoring » Manage Views ), to define your own views.  The view 

hierarchy section of the function is where you choose how you want your network 

topology to be grouped and ordered based on the properties of your computers. 

You can also specify view filters in order to select or exclude computers from the 

view.  

  

   

  

When you are finished configuring a new view, click Add View to save it, without 

http://localhost:7228/webui/common/main.do
http://localhost:7228/webui/Monitoring/index.do
http://localhost:7228/webui/Monitoring/ManageDataCollection/manageApplications.do
http://localhost:7228/webui/common/main.do
http://localhost:7228/webui/Monitoring/index.do
http://localhost:7228/webui/Monitoring/ManageViews/manageViews.do
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configuring the image view or click Save and Update Images to save the view and 

configure the appearance of the image view.   

Configuring Images  

  

You can configure graphical computer views, rather than tree views, by configuring 

background images for the folders at the different levels of the views and by positioning 

the items under the folders on the background images. After you configure an image 

view, you will have the option of using it to select computers in the Event Monitor or the 

Manage Monitoring functions.  

  

To configure an image view:   

  

• Select a folder from the tree view in the left-hand pane.  

  

• Use the Icon for Property drop-down box (where Property is the property 

corresponding to the selected folder) to select an icon that will represent the items 

under that folder.  

  

• Use the Background image drop-down box to select a background image on which 

you will place the items from the selected folder, or click the Browse button in 

that row to select your own image from disk.  

  

• Drag the items from the left side of the image to where you want them to appear.  

  

• Repeat these steps for each folder in the tree and click Save Changes to save the 

image view.  

  

 

Click the Help link on the Manage Views page for more details on configuring views.  

Defining User Roles  

  

Role based security enables you to create and customize roles used to define what 

a user‟s capabilities are within the Web UI. For example, a role can give a user 

complete administrative control or restrict a user to only run reports.   

  

Use the Manage Roles function (Home » Administration » Security » Manage 

Roles), to view existing roles or to define new roles.  For new roles, you need to 

select the functions to which the role will have access in the Web UI.    
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You can assign roles to users using the Manage Users function (Home » 

Administration » Security » Manage Users). To assign a role to a user, select the 

user to bring up the Modify User page, select a new role for the user from the 

Role drop-down box, and click the Save Changes button. You can also create new 

users with the Manage Users function and define the properties of users. 

Password authentication or LDAP authentication may be specified for a user. 

Click the Help link, while in the Manage Users function for more details on 

configuring Longitude Web UI users.  

  

Running Event Monitor  

  

Events are generated when a Heroix Longitude application detects a condition 

that meets the criteria for an alert. The Heroix Longitude Event Monitor displays 

these events as they occur.  

  

To run the Event Monitor, select Run Event Monitor from the Web UI‟s Displays 

menu (Home » Displays » Dashboards  » Run Event Monitor) and then select the 

defined Event Monitor name that you want to run. Longitude includes a default 

configuration for each type of event monitor. By default, event monitors are 

grouped by type, where available types are:  

   

Event Monitor 

Type  
Description  

Application  

Displays the events that are created by Longitude 

applications (e.g. Windows, Unix, Apache). The default 

event monitor for this type is the Applications event 

monitor, which shows all application events from the last 

hour.  
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CorrelatedEvents  

Displays the events that are created as a result of any 

correlated events defined in the Manage Correlated Events 

function.  

Correlated events are created based on the algebra and 

filtering defined in the user defined correlated event rules, 

which look at existing events and decide whether or not to 

generate a correlated event.  

SLA  

Displays the events that are generated whenever the status 

of an SLA changes.  

Note: State change events will still appear during defined 

SLA holidays.  

WindowsEventLog  

Displays the events collected by the 

WindowsEventLog application. To configure 

Longitude to collect Event Log records from a 

computer, add the WindowsEventLog application.   

  

 
  

  

To define a new Event Monitor configuration, select (new) from the Event 

Monitor Name drop-down box, choose from the different options available at the 

top of the Event Monitor, and click Save Changes.  

  

Longitude Event Monitor  
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Note: Where appropriate, the CorrelatedEvents, SLA, and WindowsEventLog 

event monitors differ from the Applications event monitor, which is described 

below. For example, the CorrelatedEvents and SLA event monitors do not have a 

computer tree, because the events in those monitors may apply to more than one 

computer.  

  

From the tree, you can select a computer to display the events specific to that 

computer, or you can select a group to display the events for all of the computers 

in that group.   
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When the Image View checkbox is checked, a graphical view of the computer 

selector will be displayed in the right-hand pane of the event monitor (this view is 

not available for the Windows Event Log Viewer). The Image View displays the 

computers on background images as defined in the Manage Views function. 

Selecting a group on the background image displays the members of the group on 

the image and the events for the group members under the image. Selecting on a 

computer icon on the image displays events for that computer. If you have 

navigated into an image, you expand your selections again using the tree view 

selector.  

  

Select an event to see the details of the event:  

  

• Use the Print link at the top of the event details to bring up a window with 

the event details. Optionally add notes about the event in the Notes field 

and click the Print button to print the page.  

• Use the Send email link at the top of the event details to bring up a window 

with the event details. Enter an email recipient in the To field. Multiple 

recipients may be entered in a comma-separated list. Optionally add notes 

about the event in the Notes field and click the Send Email button to email 

the event details.  

• Use the Event Shutoff section of the event to disable or suspend an event. 

The Event Shutoff section will not appear if the Longitude administrator 

has not given you access to the Manage Rules function. The Event Shutoff 

section of the event details will include a Disable or Enable button, 

depending on whether the event is currently enabled or disabled, 

respectively. When you disable an event, by clicking the Disable button, 

this will prevent the event from being generated again when the conditions 

of the event are met, it will prevent any actions or correlated events based 

on the event from executing, it will clear the event history, and it will 

prevent the existing event from appearing in the Event Monitor when the 

Disabled Events box is not checked. When you re-enable an event, by 

clicking the Enable button, it will be generated again the next time the 

conditions for the event are met.   

  

You can temporarily suspend an event by entering a number of hours in 

the Suspend for box (or using the slider to select a value) and clicking the 

Suspend button. An event cannot be suspended for more than 24 hours. A 

suspended event will not be created again until the suspension expires and 

it will not cause action rules to fire. Suspended events will only appear in 

the event monitor (with an hourglass icon) if the Disabled Events box is 

checked.  

  

When you suspend or disable an event, it will only affect the specific 

entity referenced in that event (for example if the event is alerting you that 

a particular service is down and you disable it, this will disable the events 
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about that service on the computer referenced in the event, but not all 

services).  

  

• The Related Rule section of the event details displays the configured rule 

properties (e.g. thresholds for the rule). Click on the rule name to edit the 

rule properties in the Manage Rules function. You can also edit the rule 

property values directly in the event details by entering new values into 

the Specific Value or Global Value fields and clicking the Apply button in 

the row for that property. When you change a global value the rule 

property value is changed for all monitored computers (and all instances 

or measured objects on those computers), where a specific value is not set. 

When you change a specific value the rule property is changed for the 

specific entity referenced in the event and the specific value is used as a 

threshold for the rule in place of the global value. An event may apply to a 

computer, an instance on a computer, a measured object on a computer, or 

a measured object on an instance on a computer, as indicated in the 

corresponding fields in the event. For example, if an event applies to a 

specific disk on a Windows computer, the specific value rule property will 

apply only to that disk on that Windows computer. If an event applies to a 

specific tablespace on a specific instance of Oracle on a computer, the 

specific value will apply only to that tablespace on that Oracle instance on 

that computer. As a rule may generate more than one event, and the rule 

properties displayed correspond to the rule, rather than the event, some of 

the rule properties displayed may not be applicable to the event.  

  

• Click on the link in the Statistics Dashboard row to bring up a temporary 

Statistics Dashboard, which will display related statistics in near real-time. 

If the Longitude administrator has not given you access to run the 

Statistics Dashboard, the link to it will not be included.   

  

• Click the Show Details button in the Statistic History section to display a 

graph with the historical values of the relevant statistics for the event. If 

multiple statistics are relevant, select the one that you want to graph from 

the drop-down box. You can change the number of hours worth of 

historical data that the graph will display by changing the value in the text 

box. Valid values are integers between 1 and 999. The x-axis of the graph 

will be adjusted for the data that you have. For example if you only have 

one day of historical data, the data for that day will fill the entire x-axis, 

even if you entered a greater value in the hours box.  

  

• Where appropriate the event text may also include related events, queries, 

and data.   

  

• At the bottom of the event, links to any defined action rules for the event 

will be displayed. You can click on the links to edit the action rules. When 

you add an action rule it will be listed in any events generated after the 
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action rule was added, but it will not appear in events that were created 

before the action rule was added. To add a new action rule click the Add 

Action Rule link. If the Longitude administrator has not given you access 

to run the Manage Action Rules function, the action rule links will not be 

included.  

  

• An event history table will appear if you select an event that has occurred 

more than once during the time range selected for the Event Monitor.   

  

 
More detailed help about the Event Monitor is available in the online help by 

clicking the Help link the Event Monitor.  

Statistic Dashboard  

  

The Run Statistic Dashboard function (Home » Displays » Dashboards » Run 

Statistic Dashboard) displays the value of selected statistics in near real-time.   

 

 
   

  

To add a dashboard: enter a name for the dashboard in the Add a new dashboard 

box, enter an optional description for the dashboard in the description box, and 

click Add. The Manage Widgets page will open, where you can configure what 

widgets are displayed on a dashboard and how they are arranged.   

  

Add Widget  
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To add a widget to a dashboard, click the Add Widget button for the row that 

should include the widget from the Manage Widgets page. To create the widget in 

a new row, click the Add Widget button at the bottom of the Manage Widgets 

page.  

   

 

   

  

When you add a widget, you can select the following widget characteristics:  
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Display 

Type  

Select a graphical representation for the statistic.  

Dial   The statistic will be represented by the position of a 

needle on a circular dial, similar to a speedometer in 

a car.   

  

You have the option to set a range of values 

displayed by the widget. If you don't set a range, the 

top value will be automatically adjusted based on the 

upper values or thresholds displayed in the graph. If 

you will be comparing the values of one widget 

against another and want them to display the same 

range, enter a minimum and maximum axis range 

value.  

  

You have the option to define a warning and critical 

range. The portion of the dial below the warning 

threshold will be colored green, the portion of the 

dial that is between the warning threshold and the 

critical threshold will be colored orange, while the 

portion of the dial above the critical threshold will be 

colored red. The needle indicating the current value 

of the statistic will also be colored based on these 

thresholds. When configuring the thresholds, you can 

click on the arrow icon to display a summary of the 

value of the statistic historically (note that the arrow 

will not appear for Transactions). For something that 

is a problem when it is low (e.g. free disk space), 

rather than high, you can set the critical threshold to 

a lower value than the warning threshold. Either both 

a warning and critical value must be entered or both 

must be left blank.  
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Time Line The statistic will be represented in a time-line graph, 

with a new data point on the graph at every 

collection interval (same as the selected refresh 

interval).  

  

You have the option to set a range for the y-axis. If 

you don't set a range for the y-axis, the top value will 

be automatically adjusted based on the upper values 

or thresholds displayed in the graph. If you will be 

comparing the values of one widget against another 

and want them to display the same range, enter a 

minimum and maximum axis range value.  

  

You have the option to define a warning and critical 

range. The current value line in time line widgets is 

always green, with the warning threshold represented 

by a yellow line on the graph and the critical 

threshold represented with a red line. When 

configuring the thresholds, you can click on the 

arrow icon to display a summary of the value of the 

statistic historically (note that the arrow will not 

appear for Transactions). For something that is a 

problem when it is low (e.g. free disk space), rather 

than high, you can set the critical threshold to a 

lower value than the warning threshold. Either both a 

warning and critical value must be entered or both 

must be left blank. 
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Thermometer  

 The statistic will be represented by a vertical bar.   

  

You have the option to set a range of values 

displayed by the widget. If you don't set a range, the 

top value will be automatically adjusted based on the 

upper values or thresholds displayed in the graph. If 

you will be comparing the values of one widget 

against another and want them to display the same 

range, enter a minimum and maximum axis range 

value.  

  

You have the option to define a warning and critical 

range. The portion of the thermometer below the 

warning threshold will be colored green, the portion 

of the thermometer that is between the warning 

threshold and the critical threshold will be colored 

orange, while the portion of the thermometer above 

the critical threshold will be colored red. The vertical 

bar indicating the current value of the statistic will 

also be colored based on these thresholds. When 

configuring the thresholds, you can click on the 

arrow icon to display a summary of the value of the 

statistic historically (note that the arrow will not 

appear for Transactions). For something that is a 

problem when it is low (e.g. free disk space), rather 

than high, you can set the critical threshold to a 

lower value than the warning threshold. Either both a 

warning and critical value must be entered or both 

must be left blank.  
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Application  Select the Longitude application that collects the statistic you want 

to display (e.g. Unix, Windows, IIS, etc.).  

Component  Select the component of the application that collects the statistic 

you want to display (e.g. Disk, Memory, etc.).  

Statistic Select the statistic that you want to display. A description of the 

selected statistic appears next to the selection box. 

Computer  Select the computers from which you want to collect the statistic. 

The tree will list all of the computers that the application is 

configured to monitor. A different widget will be added for each 

computer.  

  

There is no option to select computers at the group level, to avoid 

the case of inadvertently adding a very large number of widgets to 

the dashboard in one operation.   

Instance  Where applicable, select an instance of the application on the 

monitored computer. An example of an application that may have 

individual instances is the Oracle application, which can monitor 

multiple instances of Oracle on the same monitored computer. A 

separate widget will be created for each selected instance. To select 

all of the instances on a computer, select the box next to the bolded 

computer name.  

Measured 

Object  

Select a measured object on the monitored computer. An example 

of a statistic with an individual measured objects would be a disk 

related statistic, where the measured object would identify a 

particular disk of several on a monitored computer. A separate 

widget will be created for each selected measured object. To select 

all of the measured objects on a computer, select the box next to 

the bolded computer name.  

 
  
When you have finished selecting the characteristics of the widget click 
Add.  
  
To modify a widget, click the Modify Widget button that appears under it 
on the dashboard. The Modify Widget page will display the current 
characteristics of the widget. Change any of the characteristics, as 
described in the Add Widget help above, and click Save Changes to save 
the changes. Once you save the changes on the Modify Widget page, 
they will be saved without saving them again for the dashboard. To exit 
the Modify Widget page without saving the changes, click Cancel.  
  
From the Manage Widgets page you can add widgets, move widgets 
between rows, rearrange them, rearrange rows, and remove widgets.  
  
  
  



40 

 



41 

 

   
  
Each widget has buttons to move it horizontally or vertically. Depending on 
the widget's position on the dashboard, it may have a button to move it 
left, right, up, or down. Each widget also has a Remove button, which you 
can click to remove the widget from the dashboard.  
  
Each row has:   

• buttons to move it up, and/or down, depending on its position in the 

dashboard.   

• a Remove Row button, which you can click to remove the entire row from 

the dashboard.   

• a text box, which you can use to change the header for the row.   

• an Add Widget button, which you can use to add a new widget to that row. 

To add a new row, click the Add Widget button at the bottom of the 

Manage Widgets page.  

  

  

  

 

When you are done configuring the widgets and rows for the dashboard, click 

Save Changes to save the changes. Once you save the changes on the Manage 

Widgets page, they will be saved without saving them again for the dashboard.   

  

Click the Help link from within the Statistic Dashboard for more detail on 

viewing or configuring statistic dashboards.  

Reporting  

  

View prepackaged reports from a Web browser and proactively identify historical 

performance and trends to resolve issues before they become problems. 

Graphically rich tables, charts and graphs help you to address performance and 

capacity issues before users are affected.  

  

Run a Report  

  

To run an existing report, select Run Application Reports from the Web UI‟s 

Displays\Reports menu (Home » Displays » Reports » Run Application Reports), 

select the report that you want to run from the tree, and click Run.  
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To change the computer selections for the report after displaying it, select the 

computers from the tree at the left of the page and click the Run button. You can 

change the way the computers are ordered in the tree by selecting a new view 

from the Computer View drop-down box.  

  

In order to run reports, the Web UI site must be part of Internet Explorer trusted 

site list, when using Internet Explorer Enhanced Security Configuration. You 

should close and reopen the Web UI after adding it to the trusted site list.   

  

Configure a Report  

  

To customize the options of a report, select the report, click Configure, and select 

from the available options.  Click the Help link from the Configure Report page 

for details about the configuration options. Save a copy of the report with your 

customizations by clicking the Save Changes button.    
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Note: You cannot modify the default reports – you must save your customized 

report under a new name.  

Copy a Report  

  

By copying a report you can automatically save reports with selections that are 

either more or less inclusive than the default report.  

  

By default the detail reports include a single computer. The Copy Report feature 

enables you to create copies of the detail report for each of the computers that you 

select. This is convenient if you require a separate detail report for a large number 

of computers.  

  

For summary or overview reports that include all of the computers for the 

application by default, you can copy the report in order to create reports specific 

to individual computers using the "every computer" option. You can also copy the 

report in order to create a report that includes only a subset of computers by 
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selecting those computers and using the "all computers" option.  

  

To copy a report, select it from the report tree and click Copy Report. From the 

Copy Report screen, select the computers that you want to include and select 

either "every computer" or "all computers" in the "Create one report for" row. The 

"every computer" option will create a separate report for each of the computers. 

The "all computers" option will create a single report that includes data for each 

selected computer. The "all computers" option is not available for detail reports, 

with the exception of event reports. Click Copy to perform the copy. The new 

reports will be displayed in the report tree with either the computer name or 

allComputers appended to the report name, depending on which option you chose.  

  

Note that the generated report names may violate the length or characters that the 

Web UI allows. In this case, you will need to change the name, as directed by the 

red error checking text, before saving changes to the configuration options of the 

report.  

  

Batch a Report  

  

If you want the report to be periodically stored and optionally sent to an e-mail 

address, select the report, click the Schedule Report button, and define the batch 

options. More information about configuring batch options is available in the 

online help, by clicking the Help link on the Schedule Reports page.  
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You can view the archive of a batched report using the View Archived Reports 

function (Home » Displays » Reports » View Archived Reports).  

  

Note: The default reports are configured to display data from the current day.  For 

reports that you want to run as part of weekly or monthly batch jobs, you may 

wish to save and batch a copy of the default report that will display data from the 

previous week or month. You cannot modify the default reports – you must save 

your customized report under a new name.  

  

Print a Report  

  

Print a report using the Print Report button at the top of the report. This will open 

the report in a new browser window, where you can use your browser's print 

function to print the report. When you print a report, you should adjust your print 

settings to use landscape orientation and no margins in order to fit the entire 

report within the width of the page.  

  

Email a Report  

  

Email a report using the Send Email button at the top of the report. Type in the 

mail recipients in the To field, using a comma separated list for multiple 

recipients. Edit the From and Subject fields, if desired. Check the "Attach .csv 

file" box to attach the values from the report in comma separated value format. 

These are the same files that can be saved using the Export Data button on the 

report results screen. Click the Send Email button to email the report or Cancel to 

return to the report without sending it.  

Microsoft Outlook and Outlook Express are supported as mail clients for viewing 

mailed reports.  

  

Export a Report  

  

Export the data from a report to CSV format using the Export Data  button at the 

top of the report. The CSV files will be compressed in a ZIP file, which you can 

save.  

Rule Thresholds  

  

Longitude applications come with predefined rules that generate alerts based on 

manufacturer recommended thresholds and automated baseline thresholds. Where 

appropriate, Heroix Longitude automatically calculates the baseline and sets 

thresholds based on normal performance of key metrics. Heroix Longitude learns 

the normal operational range of each metric collected and sets thresholds 
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accordingly, reducing unnecessary alerts, and alerting where absolute thresholds 

fail. This eliminates the need to manually set hundreds of thresholds. If you prefer 

to set your own unique thresholds, Heroix Longitude makes it easy to customize 

your data collection and allows you to adjust any threshold on any application.   

  

To modify the settings for a Heroix Longitude application, use the Manage Rules 

function (Home » Monitoring » Manage Rules).  Select an application, specify an 

individual task or rule if desired. Change the general values by typing or selecting 

new values and clicking the Save Changes button. The general value will be used 

for all entities where a specific value is not defined.   

  

   

  

Historical Data  

Where appropriate a table of historical data can be exposed by clicking the arrow 

next to the editable field for a rule property. For each entity the table will show 

the historical minimum, maximum, and average value of the statistic related to the 

threshold.   
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The historical data table will not be available for rule properties unrelated to a 

threshold value or in cases where the number of entities would make the table too 

large. If no data is returned in the table, this means that either no raw data has 

been collected, or that no data exists in terms of a calculated statistic (e.g. if the 

table value is the number of Anonymous Connections per Current Connections 

and the Current Connections have always been zero, the table will not display 

data, even though raw data has actually been collected).  

Specific Values  

  

To define a specific value, which will be used for a specific entity in place of the 

general value, click the Add button in the Specific Values column of the property.   

  

Note: After a specific value has been defined for a rule property, the button in the 

Specific Values column will be labeled Modify, rather than Add.  
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Use the tree to select a set of computers using the upper-level selection boxes, an 

individual computer, instance (where applicable), or measured object (where 

applicable), specify the value that should be used, and click Apply. To reset the 

default value, make a selection and click Reset To Default. When you have 

finished adding specific values, click Cancel to return to the Manage Rules 

screen.  

  

Where appropriate historical data will be available, by clicking on the arrow next 

to the field. The tree is based on the current view, but it includes only computers 

running the application. When configuring rule properties for particular sets of 

computers, you may wish to define a custom view, which divides the computers 

into subfolders as convenient to you, using the Manage Views function. Note that 

subfolders here are an aid in selecting multiple computers at once - a macro rather 
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than a true group - if you later add computers to a subfolder, the rule properties 

will not automatically be applied to those computers. You must set the specific 

value of that property again for the subfolder, or for just the newly added 

computers.  

  

  

  

Actions  

  

Use the Manage Action Rules function (Home » Actions » Manage Action Rules) 

to define and manage action rules. Action rules define the actions (Email, Text 

message to pager, Text message to phone, SNMP trap, or OS command) that will 

be executed when specific events occur. Click the Add Action button from the 

Manage Action Rules function to add an action rule.  
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Action Rule Definition  

The action rule definition identifies the types of events that will trigger actions. 

For example you can select a particular event, a particular application, a particular 

component of an application, specific computers, specific instances, specific 

measured objects, specific event severities, etc. When Longitude writes an event 

to the Events table in the Longitude database, it compares the event properties to 

those that you selected. If the characteristics of the event match the event 

properties in the action rule definition, the actions defined in the action rule are 

executed. Click the Help link within the Add Action Rule function for more detail 

about the individual Action Rule Definition properties.  

  

Schedule  

  

Use the Schedule section to select or a define a schedule on which the Action will 

be executed. The default (no schedule) selection means that the action will be 

taken any time an event matching the Action Rule Definition is generated. You 

can select a previously defined schedule from the drop-down box so that the 

action will only be taken on that schedule, if an event matching the Action Rule 

Definition is generated. When you select a schedule, a summary of the schedule 

will appear to the right of the Schedule drop-down box. Select (new schedule) to 

expand a form where you can define a new schedule.  

Actions  

Email, SNMP Trap, and Execute OS Command actions may be configured to 

occur in response to the qualifying event.   
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Email  

To enable an email action, check the Email box and select from the 

following radio buttons:  

Email 

Contact for 

Computer   

 If you select this option, the email will be sent to the 

email address(es) specified for the Computer in the 

computer properties.  

 Email 

Recipients  

 If you select this option, the email will be sent to the 

email address, or comma-separated list of email 

addresses, that you enter in the Email Recipients field. 

You should specify the addresses in fully qualified 

format, rather than using aliases. Click the Test button to 

verify that Longitude can send mail to the address. For a 

list of addresses, the Test button will indicate a failure if 

any of the addresses cannot be e-mailed.   

  
For an action rule, the email subject will be the brief text of the event 

and the email message will be the full text of the event. If you will be 

sending emails to a pager and want to reduce the length of the text 

message, you can use a correlated event action instead of an action 

rule. When you create a correlated event, you define the text of the 

alert yourself.  

Text 

message 

pager 

To enable a text message to pager action, check the Text message to 

pager box and enter values for the following fields:  

Pager Provider   Select the pager provider from the drop-down list..  

 Pager Number   Enter the pager number.  

  

The brief text of the event is sent to the specified pager number. 

Text 

message 

phone  

To enable a text message to phone action, check the Text message to 

phone box and enter values for the following fields:  

Phone Provider   Select the phone provider from the drop-down list..  

 Phone Number   Enter the phone number.  

  

The brief text of the event is sent to the specified pager number.  
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SNMP 

Trap 

To generate an SNMP trap with the details of the qualifying event, 

check the SNMP Trap box and specify a trap number. SNMP does not 

need to be installed on the Management Station that is executing the 

action, as it is embedded within Longitude itself. Longitude generates 

SNMP V1 traps.  

There are four Rule Engine properties involved in the SNMP trap 

action. The properties, with descriptions and default values, are listed 

in the table below. Use the Manage Longitude Properties function to 

modify any of the property values.  

Property Name   Description   Default  

 
SnmpCommunity  

 The community name used 

when sending Snmp traps.  
 public  

 SnmpEnterprise  

 This value is concatenated with 

an Action Rule's specific trap 

number to direct Snmp traps.  

 

.1.3.6.1.4.1.1339.2 

 SnmpSendHost  
 The host to which Snmp traps 

are sent.  
 127.0.0.1  

 SnmpSendPort  
 The port to which Snmp traps 

are sent.  
 162  

  
The MIB for Longitude is named LONGITUDE-MIB.mib, and is 

installed to the Longitude\lib\mibs directory. If you will be displaying 

traps from Longitude in a third-party SNMP manager, you will need 

to compile LONGITUDE-MIB.mib as detailed in the documentation 

of your SNMP manager. This will allow the SNMP manager to 

interpret the traps that it receives from Longitude.  

The following event fields will be bound as variables within the trap:  

• Computer  • Application  • Component  • Instance  • Measured 

Object  • Brief Text • Severity 
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Execute  

To execute an OS command when the qualifying event is generated, 

check the Execute box. You must then specify the following:  

Command  

 Enter the command that should be executed. You can 

insert properties of the qualifying event by selecting a 

property from the Parameter Value drop-down box and 

clicking the Insert Parameter button.  

  

DOS shell commands  
  

Any command that is only part of the DOS shell (DIR, 

DATE, etc.) cannot be executed directly, but commands 

that exist as executable files in the system path can be 

run (e.g. NET.exe). To execute DOS shell commands 

from Longitude actions you can create a batch script or 

simply precede the command with cmd /C as in:   

  

cmd /C DIR  

  

If you plan to execute batch scripts from a command 

action, note that on machines that are running Longitude 

the commands will execute from the Longitude directory. 

On remote Windows devices it will run from the 

System32 folder. You can also specify the full path to the 

script when you enter the command in a Longitude 

action.  

  

Inserting instances or measured objects into 

commands  
  

Note that for correlated events the values are what were 

defined in the corresponding generated event fields, 

rather than from the qualifying events, so you should 

configure the generated event fields before inserting 

variables into the Command field.  

  

Before inserting instances or measured objects into 

commands, it is a good idea to look at the value of these 

fields for the event in the Event Monitor.   

  

Executing commands against services, etc.  
If you want to execute a command when a service is 

down and insert the service name into the command, you 

should monitor the service with a transaction, being sure 

to set the Measured Object for the transaction to the 

service name. You can then create an action for when the 

TransactionStatus event occurs where you insert the 
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Measured Object of the transaction into the command. 

This same technique can be used in other cases (e.g. 

processes).  
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 Execute on 

the problem 

computer  

 Select this radio button if the command should be 

executed on the problem computer. For a correlated 

event this is the defined by the Computer generated event 

field.  

  

The account assigned to the Statistics Server service on 

the agent that is collecting statistics from the problem 

computer must have administrative privilege on the 

problem computer.  

 Execute on 

this 

computer  

 Selectthis radio button to specify the computer on which 

the command will be executed.   

  

The account assigned to the Statistics Server service on 

the agent that is collecting statistics from the computer 

must have administrative privilege on the computer. If 

Longitude is not monitoring the computer the Statistics 

Server account on the Management Station will be used.  

 Login User  

 Specify a user with permission to execute the command 

on the target computer.   

  

Note that if you specify a Windows local account, the 

format should be either .\AccountName or 

Computer\AccountName, but not just AccountName.  

 Login 

Password  

 Specify the password for the user entered in the Login 

User field.  

 Ssh Port  

 If you would prefer to use public-key authentication, 

rather than password authentication when executing the 

command, enter the port on which sshd is running on the 

Unix/Linux computer that will execute the command.  
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 Ssh Private 

Key  

 When public-key authentication is required this private 

key is matched against a public key on the server. 

Configuring public-key authentication.  

  

Longitude installs keys under 

Longitude/ss/config/sshKeys. The appropriate public key 

for the version of SSH in use on the computer that will 

execute the command needs to be configured on the 

computer before key based authentication will succeed. 

The instructions for doing this will vary based on the 

version of SSH and the operating system of the 

computer. You can also use your own key pair by 

installing the public key on the computer that will 

execute the command and by putting the private key in 

the Longitude/ss/config/sshKeys directory on the 

Statistics Server. You can also password encrypt your 

generated private key and use the Login Password field 

to input this private-key pass-phrase.  
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Cool Off  

By default Longitude will not execute the enabled actions every time it generates 

a unique qualifying event - instead a cool-off period must elapse between action 

executions. The Action Rule's Cool Off Period in Minutes property controls the 

length of the cool-off period. The default for this property is 60 minutes, which 

means that actions will be executed approximately hourly, rather than on the 

interval on which the qualifying event is updated. A unique event is defined by its 

event name, computer, instance and measured object.   

  
Note: When the cool-off period is evenly divisible by the interval of the rule, the 

interval between actions will vary somewhat. For example if a rule runs on a 15 

minute interval, there will be a minor variation in the actual interval of the rule. If 

sometimes the rule runs 59 minutes after the last time it executed and fired an 

action, and sometimes it runs 61 minutes after; in the first case it will not satisfy a 

cool-off of 1 hour until the next time the rule runs (for a total cool-off of 

approximately 1 hour and 15 minutes), and in the second case it will satisfy the 

cool-off (for a total cool-off of approximately 1 hour). To get more predictable 

behavior use a cool-off value that is offset from the rule interval, such as 50 

minutes or 70 minutes.  

  

  

  

Delete Events  

  

When you select the Delete Events radio button, an event matching the selections 

you specified will be deleted from the Longitude database so that it will not 

appear in the Longitude Event Monitor and it will not trigger Longitude actions or 

correlated events. This feature can be used to suppress events that may occur 

during scheduled maintenance. For example if a virus scan runs between 2 and 3 

AM every night, causing high cpu usage, which you do not want to be alerted 

about it, you can add an action to select the event and delete it on a schedule from 

2 to 3 AM.  

  

When you are finished defining the properties of the action rule, click the Add 

Action button to save it. Click the Cancel button to exit to the Manage Action 

Rules function without saving the action rule.  

Correlated Events  

  

Use the Manage Correlated Events function (Home » Actions » Manage 

Correlated Events) to define and manage the creation of correlated events. A 

correlated event is an event that you configure Longitude to generate in response 
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to other events. If the condition(s) are met, a correlated event is created and 

displayed in the Correlated Events view of the Event Monitor. There are also 

event reports for Correlated Events in the Run Event Reports (Home » Displays » 

Reports » Run Event Reports) function.  

  

You can also configure Longitude to take actions (Email, Text message to pager, 

Text message to phone, OS command, SNMP trap) when a correlated event is 

produced. Correlated events are asynchronous, meaning that as events are added 

to the Events table in the Longitude database the event conditions of the defined 

correlated events are checked to see if a correlated event should be generated.  

  

There are a number of ways in which you may find correlated events of value:   

• Correlated events can create higher level more meaningful events based on 

associations or correlations in a set of seemingly unrelated lower level 

events. For example, an event that a URL query timed out, coupled with a 

low free memory event on your web server, can trigger a correlated event 

that indicates that the Intranet is unresponsive due to a memory shortage 

on the web server.   

• Correlated events can translate a native Longitude event into an equivalent 

event that is customized to your infrastructure. For example, an event that 

indicates that a router is unreachable can trigger a correlated event 

indicating that the Payroll application is unavailable because the router is 

down.   

• Correlated events can create help text and remedy information specific to 

your organization and its response to problems. For example, an event that 

indicates that a specific router is unreachable can trigger a correlated event 

that describes how to find, diagnose and repair that particular network 

router. The correlated event full text could read as follows: "Open the 

network closet door, locate the router labeled N1 and perform a power 

down/power up cycle. If the router does not come up with a green status, 

log into the console using the admin account and run diagnostic suite #1. 

If the diagnostics fail, call the router manufacturer at 800-555-1212."   

• Correlated events allow you to shorten the text of the standard Longitude 

alerts in case you will be sending them to an email pager.  

  

 

Click the Add Event button from the Manage Correlated Events function to add a 

correlated event.  
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Configuring Correlated Event Details  

General  

Correlated 

Event Name  

Enter a name to represent the correlated event. The name 

entered here should not exceed 120 characters.  
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Description 

Optionally, enter a description. The description must be 255 

characters or less - if a longer description is entered it will be 

truncated. 

 

  

Input Event Conditions  

Click the Add Event Condition button in the List of Event Conditions box to add 

an event condition to define the types of events that will trigger the correlated 

event. A new page will open with the form below.  

 

 
 

  

When you add an event condition you have the option to select events from a 

specific application, component, event, computer, instance, measured object, etc. 

Click the Help link from the Add Event Condition page for more details about the 

individual properties of an event condition.  

  

Past 

interval to 

consider  

Controls how many minutes into the past to go to generate the set of 

events that will be the input to the event processing rules. Enter a 

positive integer, with a value less than or equal to 2147483647. The 

default value of 30 will look at the past 30 minutes.  

Number of 

events 

needed 

This field allows you to specify how many events of this type need 

to be found for the event condition to be met (the correlated event 

rule checks that at least this many exist, rather than exactly this 

many). This is useful for detecting ongoing problems, where a 

single occurrence of the event may not be a concern. Note that if the 
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event condition selects different events (e.g. both a Low Memory 

and a High CPU event would satisfy the event condition), the 

different events will be counted together in determining if the 

Number of events needed threshold has been met (e.g. if Number of 

events needed threshold is set to 2, and 1 Low Memory event is 

found and 1 High CPU event is found, the threshold would be 

satisfied.). If you want to check for 2 of the same events, configure 

the event condition so that it is only selecting the event you want.  

  

The must be consecutive checkbox enables you to specify whether 

or not multiple events need to be consecutive to meet the event 

condition. The must be consecutive checkbox may only be used if 

either an exact component or event name is specified.  

 
  
Click the Done button to save the event condition or click the Cancel 
button to exit without saving the changes. The event condition will now 
appear in the Input Event Conditions section of the Add Correlated Event 
screen. The Only one correlated event is created at one time checkbox will also 

appear, giving you the option to create a single correlated event (the default), even 

if multiple events match the event condition that you defined.   

Additional Event Conditions  

You can click the Add Another Event Condition button to add another event 

condition. When you add more than one event condition, a new section will 

appear at the bottom of the Add Event Condition form, where you can specify the 

event condition algebra for evaluating multiple event conditions. The available 

options are:  

Both this condition 

and the previous 

condition(s) must be 

true  

An example of an AND'ed condition would be "E1 AND 

E2," meaning that the correlated event will be created 

when both of the individual event conditions are met.  

Either this condition 

or the previous 

condition(s) must be 

true  

An example of an OR'ed condition would be "E1 OR E2," 

meaning that if either event exists, the correlated event will 

be created. OR‟ed conditions are always evaluated before 

AND‟ed conditions. An example using OR'ed and AND'ed 

conditions would be "(E1 OR E2) AND E3."   

Event must not exist  

In this case, if the event is not found, the event condition is 

true (e.g. (E1 OR E2) NOT E3).  

If you want to prevent a correlated event from being 

generated again until a given interval has elapsed, you can 

add an event condition to your correlated event rule that 

selects the correlated event itself, define the Past Interval 

to Consider value, and select the Event must not exist 

option.  
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Generated Event Fields  

Use the fields in the Generated Event Fields section to customize the details of the 

correlated event, as it will appear in the Event Monitor. If a plus sign appears next 

to a field, you can use the Insert Variable function to fill in the field with details 

from one of the originating events.  

  

Brief Text  

Enter summary text for the correlated event. This text will appear 

in the Summary field of the correlated event, in the Subject line of 

the Email message (if the Email action is configured), and the Brief 

Text of the SNMP Trap (if the SNMP action is configured). 

Variable insertion is supported in this field.  

Full Text   

Enter full text for the correlated event. This text will appear in the 

full text field of the correlated event and the Email message (if the 

Email action is configured). Variable insertion is supported in this 

field.  

Note: When a variable is inserted into the Full Text generated 

event field of a Correlated Event using Internet Explorer, the 

variable will always be appended to the end of the existing text, no 

matter where the cursor was positioned prior to the insert. This is 

not a problem with Firefox. This will be addressed in a later 

release. 

Computer  

Enter the computer name that you want to appear as the source of 

the correlated event. You can enter any name you like here - it does 

not need to be a computer that is actually managed by Longitude. 

For example if a ping fails to several computers, you may want to 

create a correlated event indicating a problem with a particular 

router, which Longitude may not be monitoring directly. Variable 

insertion is supported in this field.  

Instance  

Select an instance from the drop-down box, where appropriate. 

You have the option to select a variable representing the instance 

from the event that met one of the event conditions. For example, if 

you select {Condition1.Instance}, the instance field of the 

correlated event will be filled in with the same instance that 

appeared in the event that met the first event condition. If multiple 

events meet the event condition, the values from the last (i.e. most 

recent) event in the event condition set are used.  

An example of an application that may have individual instances is 

the Oracle application, which can monitor multiple instances of 

Oracle on the same monitored computer. If you select an event in 

the Longitude Event Monitor, the instance will be displayed in the 

Instance field, where applicable.  
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Measured 

Object  

Select a measured object from the drop-down box, where 

appropriate. You have the option to select a variable representing 

the measured object from the event that met one of the event 

conditions. For example, if you select 

{Condition1.MeasuredObject}, the measured object field of the 

correlated event will be filled in with the same measured object 

that appeared in the event that met the first event condition. If 

multiple events meet the event condition, the values from the last 

(i.e. most recent) event in the event condition set are used.  

An example of an event with an individual measured objects would 

be a disk related event, where the measured object would identify a 

particular disk of several on a monitored computer. If you select an 

event in the Longitude Event Monitor, the measured object will be 

displayed in the Measured Object field, where applicable.  

Severity  

Select a severity from the drop-down box. The correlated event 

will appear in the Event Monitor with the severity that you select. 

You have the option to select a variable representing the severity 

from the event that met one of the event conditions. For example, if 

you select {Condition1.Severity}, the severity field of the 

correlated event will be filled in with the same severity that 

appeared in the event that met the first event condition. If multiple 

events meet the event condition, the values from the last (i.e. most 

recent) event in the event condition set are used.  

Application  This value is fixed as Correlated Event.   

Component  

Edit the component for the correlated event, if desired. The value 

will appear in the Component field of the event in the Event 

Monitor.  

 
  

Inserting Variables into Generated Event Fields  

You have the option to insert a variable representing a value from the event 

that met one of the event conditions. To insert a variable into a generated 

event field where variable insertion is supported (designated with a plus sign 

next to the field):  
1. Select in the generated event field where you want to insert the variable.   

2. Select a variable from the Insert Variables drop-down box. The variables 

are listed in the format {Event Condition ID.Event Variable}. For 

example, {Condition1.BriefText} represents the BriefText that appears in 

the event meeting the event condition with the ID equal to Condition1. If 

multiple events meet the event condition, the values from the last (i.e. 

most recent) event in the event condition set are used.   

3. Click the Insert Variables button.   

 

Actions  
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By default an event will be created when the conditions of the correlated event 

rule are met. You also have the option to enable Email, SNMP Trap, and Execute 

OS Command actions.  
  

When you are finished defining the properties of your correlated event, click the 

Add Event button to save it. Click the Cancel button to exit to the Manage 

Correlated Events function without saving the correlated event.  

  

Service Level Agreements  
  

Longitude Service Level Agreements (SLAs) allow you to monitor the 

performance expected and required from a service to ensure the IT department is 

in compliance with its contractual obligations. They are particularly useful for 

monitoring transactions that you may have configured Longitude to monitor in the 

Manage Monitoring function. Service Level Agreements are defined in terms of 

service availability and performance, answering the questions:   

• "What percentage of the time was the service available?"   

• "How was it performing?"   

 

Service Level Agreements typically state their requirements as follows; service 

"X" will be available more than 98% of the time in any given month and the 

performance of "X" must be rated as "Good" at least 95% of the time the service 

is available.  

  

Add Service Level Agreements using the Manage SLAs function (Home » 

Monitoring » Manage SLAs).   
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When you add a Service Level Agreement you define one or more service 

conditions where you define thresholds at which statistics should be judged 

degraded or unacceptable.  
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More information about creating SLAs is available in the online help.  

  

  

SLA Dashboard  

  

After you have added Service Level Agreements you can view the status of the 

SLAs in the SLA Dashboard (Home » Displays » Dashboards  » Run SLA 

Dashboard). Select a dashboard configuration from the Run SLA Dashboard 

index page to open that dashboard.  
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The SLA Dashboard allows you to display data for either "today" or "yesterday." 

If you want to display SLA data for a different date range, use the Run SLA 

Reports function (Home » Displays » Reports » Run SLA Reports). Click the 

Help link within the SLA Dashboard or the Run SLA Reports function for details 

on interpreting the SLA data. Events are displayed in the SLA view of the Event 

Monitor when an SLA changes state.  

  

Heroix Longitude SMTP Server Configuration  

  

Heroix Longitude can send e-mail through two mechanisms: an internal SMTP 

engine and through a user-configured, external SMTP server. This dual approach 

was taken to accommodate users, minimizing initial configuration but allowing 

flexibility.  

  

Default Behavior  

  

By default, Heroix Longitude uses an internal SMTP engine, called Aspirin, to 

send email because the internal SMTP engine does not require any configuration 

from the user. This internal SMTP engine is like a mini send-only SMTP server 

running inside Heroix Longitude. Since it is not registered as a real SMTP server, 

some spam filters may interpret the e-mail it sends as spam. This may be the 

problem if you do not receive any e-mail from Heroix Longitude.   

The Limitations section on the Aspirin website (https://aspirin.dev.java.net/) notes 

a potential problem sending mail to a server using Sender Policy Framework mail 
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authorization, along with a link to the SPF website (http://www.openspf.org/) for 

more details.  

  

Troubleshooting  

  

You may test whether or not you are able to receive e-mail from Heroix 

Longitude with these steps:  

1. In the Heroix Longitude Web UI, navigate to Home » Displays » Reports » 

Run Application Reports, and run a report.   

2. From the report results screen, click on the Send Email button.  

3. Enter a valid e-mail addresses in the To field and click the Send Email button.   

4. Wait for the e-mail. If the e-mail doesn‟t arrive after 5 minutes, check the Web 

UI Server log in the Display Logs function (Home » Administration » Diagnostics 

» Display Logs), and look for a warning message that looks like this:  

  

Mar 9, 2005 11:47:48 AM org.masukomi.aspirin.core.RemoteDelivery 

failMessage  

WARNING: Permanent exception delivering mail 

(javax.mail.internet.MimeMessage@a33414-to-aoiwe.com: 

javax.mail.MessagingException: I found no MX record entries for the 

hostname aoiwe.com. I cannot determine where to send this message.  

at org.masukomi.aspirin.core.RemoteDelivery.deliver(Unknown Source)  

at org.masukomi.aspirin.core.RemoteDelivery.run(Unknown Source)  

at org.apache.commons.threadpool.DefaultThreadPool.run(Unknown 

Source)  

at java.lang.Thread.run(Unknown Source)  

  

The warning message will appear if there was a problem while sending the email, 

which usually means that there was a badly formatted e-mail address or Heroix 

Longitude could not resolve the DNS name of the mail server. If the warning 

message does not appear, the e-mail is probably being silently blocked by a spam 

blocker or firewall. If necessary, you may configure Heroix Longitude to use an 

SMTP Server that you specify rather than the built-in SMTP Server. The 

configuration required is described in the following section.  

  

Configuring a User-Defined SMTP Server  

  

Configure Heroix Longitude to use a different SMTP server, as follows:  

1. Go to the Manage Longitude Properties function (Administration >> 

Component Management >> Manage Longitude Properties).  

2. Choose Web UI from the tree on the left.  

3. Click the Advanced tab at the bottom of the table.   

4. Set the following properties:   
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a. UseMailServer – set to yes  

b. MailServer – set to the SMTP server   

c. MailServerUser – set to the e-mail address on the local mail server to 

send from.  

d. MailFrom – set to the same e-mail address as MailServerUser.  

  

5. If the mail server is using password authentication, you need to set the 

following properties:  

  

a. MailServerAuthenticationMethod – set to password  

b. MailServerPassword – the password to use  

  

6. If the e-mail server is running on a non-standard port, you should set the 

MailServerPort property to the correct port.  

7. Once all the values are entered, click Save Changes.  

8. Try to e-mail a report again. If e-mail fails, the Web UI will show an error.  

  

Summary of E-mail Related Heroix Longitude Properties  

  

Property  Default  Description  

UseMailServer  no  Whether or not to 

use a user-defined 

mail server to send 

email. When this is 

set to no, the internal 

SMTP engine will 

be used.  

MailServer  smtp.sample.com  The name of the 

user-defined mail 

server.  

MailServerUser  sample@sample.com  The username to use 

when the mail server 

requires password 

authentication.  

MailServerPassword  xxxx  The password to use 

when the mail server 

requires password 

authentication.  

MailServerAuthenticationMethod  none  The type of 

authentication (none 

or password) to use 

when connecting to 

the mail server.  

MailServerPort  25  The tcp port on 

which the mail 
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server is listening.  

MailFrom  longitude@heroix.com  The e-mail address 

Longitude uses 

when sending 

automatic e-mail, for 

example, event e-

mail or batched 

reports. This must 

contain a valid e-

mail address.  

MailDebug  no  Whether the 

JavaMail API 

should write debug 

messages to 

standard output. 

These messages will 

not appear in the log 

files.  

 
  

  

Out of Box Applications  

  

Out of the box, Heroix Longitude is equipped with pre-packaged monitoring 

applications for Linux, UNIX, and Windows system monitoring as well as 

applications for Web servers, databases, J2EE, messaging, and more.   

  

Packaged Applications  

Operating Systems:   
• Red Hat Linux, SUSE Linux, Sun Solaris, HPUX, AIX   

• Windows 2000/2003/2008 Server, Windows XP  

• Windows Event Logs  

  

 

Databases: Microsoft SQL Server, MySQL , ORACLE  

  

Application Servers: J2EE, WebLogic, WebSphere   

  

Messaging: Exchange Server 2000/2003/2007  

  

Network Services: Active Directory, Cisco, Citrix, DHCP, SNMP Traps, Syslog  

  

Server Management: IBMDirector, Insight Manager, Open Manage, VMware  
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Transactions: Transaction  

  

Web Servers: Apache Web Server, Microsoft IIS, Internet Transactions  

  

Application Requirements and Configuration  

The sections below detail the configuration and application requirements to run 

the Heroix Longitude applications.  Additional troubleshooting information is 

available in the Troubleshooting section of the online help. The Rule Lists section 

of the online help provides details on what the rules in the applications monitor.   

  

Unix (for Unix and Linux monitoring)  

  

Supported Versions   

Red Hat Linux  9, AS 3.0, ES 3.0, AS 4.0, ES 4.0, EL 5.0  

SUSE Linux  8.2, 9, 10, 11  

Sun Solaris  8, 9, 10  

HPUX  11, 11i  

AIX  4.3.3, 5.1, 5.2, 5.3, 6.1  

 

  

Requirements  

        

• The computer must support SSH or REXEC access. If SSH is not enabled, 

then REXEC is used.  

Note: The secure, preferred method of data collection from a Solaris 

machine is using SSH.  The default installation of Solaris, however, 

prohibits SSH access as the root user.  To monitor a Solaris machine use a 

different account or edit /etc/ssh/sshd_config to allow SSH connections as 

root.  

  

• If you configure Heroix Longitude to collect statistics from the computer as 

root, the computer must not be configured to disallow remote access as 

root.  

• AIX computers may need an entry in the HOSTS file for the Statistics 

Server.  

• Heroix Longitude collections make use of the popular Sysstat utilities 

(iostat, sar, mpstat, etc). If this package is not installed on a Unix/Linux 
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server, you will not be able to add the Unix application to it because 

required collections will fail to register.   

• For Linux, a version of Sysstat from 6.0.2 to 7.0.1 is supported to collect all 

statistics. If Sysstat was installed from an RPM package, you can 

determine the installed version with this command:  

  
rpm ïq sysstat  

  

You can also determine the version of Sysstat on Linux, by using the -V 

switch with the Sysstat commands. For example:  

  
sar - V  

  

Sysstat for Linux is free for download at:  

http://perso.wanadoo.fr/sebastien.godard/   

  

• By default, recent versions of SUSE Linux disable password authentication 

for SSH. It must be enabled before you can use SSH and password 

authentication to add the Unix application. To enable password 

authentication:   

  

Edit /etc/ssh/sshd_config:  

 

Change the following 

line from this:  

PasswordAuthentication 

no  

to this:  
PasswordAuthentication 

yes  

 
  
Restart sshd to apply the change:  

Stop sshd with the following 

command:  

/etc/init.d/sshd 

stop  

Start sshd with the following 

command:  

/etc/init.d/sshd 

start  

 
  

  

Configuration  

  

When you add the Unix application, you need to specify the following properties:  

  

Computer  

Name of the Unix/Linux computer you want to monitor. You can 

use a comma-separated list to specify multiple computers at once 

where the other properties are the same.  
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Username   

Login username with privilege to execute the following. The 

default shell of the user should be sh (the Bourne shell):  

Platform   Command  

 AIX   iostat, ps, df, vmstat, lsattr, lsps, netstat  

 HP  

 iostat, ps, df, vmstat, swapinfo, netstat, "grep Physical 

/var/adm/syslog/syslog.log"  

Note: In order to collect memory information from HP-

UX using a non-root account swapinfo must be 

executable by all:   

-r-xr-xr-x 1 bin bin 20480 Nov 9 2000 /usr/sbin/swapinfo  

 Linux   iostat, ps, df, sar, free, ifconfig  

 
Solaris  

 iostat, ps, df, sar, prtconf, vmstat, swap, netstat  

  
  

Password   Login password   

SshPort   Port on which sshd is running on the Unix/Linux computer.  

SshPrivateKey  
When public-key authentication is required this private key is 

matched against a public key on the server.   

 
  

Configuring Public-key Authentication  

The Statistics Server supports SSH authentication via public key exchange. 

Password authentication is always attempted first, and if that fails then key based 

authentication is tried. Longitude installs keys under 

Longitude/ss/config/sshKeys. The appropriate public key for the version of SSH 

in use on the monitored computer needs to be configured on the monitored 

computer before key based authentication will succeed (the instructions for doing 

this are beyond the scope of this document). You can also use your own key pair 

by installing the public key on the monitored server and by putting the private key 

in the Longitude/ss/config/sshKeys directory on the Statistics Server. You can 

also password encrypt your generated private key and use the password field on 

the Monitor Application screen to input this private-key pass-phrase.  

  

Additional configuration and troubleshooting information for the Unix application 

is available in the online help (from the Web UI select Longitude Help from the 

Help menu, expand Applications and Configuration in the help tree, and select 

Monitoring Unix and Linux).  

Windows  

  

Supported Versions Windows 2000/2003/2008 Server, Windows XP  

Requirements  
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Service Account Privileges  

The account\password pair assigned to the Statistics Server service must be a 

member of the local Administrators group on the Windows computers from which 

statistics will be collected in order to allow WMI authorization to succeed. Refer 

to Connecting to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B.  

Windows Firewall  

WMI (Windows Management Instrumentation) access must be permitted by 

Windows Firewall, if the firewall is enabled. After installing Service Pack 2 on 

Windows XP, Windows Firewall is enabled by default.  This firewall restricts 

remote access to the machine, so many Longitude collections will fail. This is 

achieved by executing the command "netsh firewall set service 

RemoteAdmin"  in a command window on the monitored Windows computer.  

Diskperf  

Collection of disk statistics requires that diskperf is enabled on any computer 

from which disk statistics will be collected. Diskperf is enabled by default on 

computers running Windows 2003 and Windows 2008, but disabled by default on 

computers running Windows 2000 and earlier. To enable diskperf, execute 

diskperf -Y from the command window, and reboot. If diskperf was not enabled 

when you added the Windows application to a computer, the registration of the 

Disk collection will fail.  Longitude will periodically attempt to re-register the 

collection.  

WMI Service  

The Windows Management Instrumentation service must be installed and running 

on the Windows computers from which statistics will be collected. By default, 

this will be the case for Windows 2000/2003/2008 Server.   

Windows Performance Counters  

The Heroix Longitude Windows application relies on Windows Performance 

Monitor counters.  If Windows performance counters get corrupted and disappear, 

the Windows collections will fail with the message "No valid counters." 

Rebooting the Windows computer may resolve the problem, or the counters may 

need to be manually reloaded.  Issues related to lost performance counters have 

also been addressed in Windows service packs.  See the Microsoft website for 

more details about missing performance counters. After loading new performance 

counters it may be necessary to synchronize the performance counters in order for 

the new counters to be available for WMI collection:  

Synchronizing Performance Counters  

  

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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After loading new performance counters it may be necessary to run the 

following from the command line in order for the new counters to be 

available for WMI collection:  

  

  

Windows 2003/2008/XP  
  
winmgmt /resyncperf  

  

Windows 2000  
  
winmgmt /resyncperf Winmgmt_Process_ID   

  

The Winmgmt_Process_ID can be found from the Task Manager. Open 

TaskManager, click the Processes tab, and find the PID for process 

WinMgmt.exe.   

  

For example, if the PID of WinMgmt.exe is 1344, then type   

  
winmgmt /resyncperf 1344  

  

Configuration  

  

Add the Windows application using the Manage Monitoring function by selecting 

the Windows application and specifying the name of the Windows computer that 

you want to monitor (you can add the application for multiple computers by 

entering a comma-separated list of computers).  

  

Additional configuration and troubleshooting information for the Windows 

application is available in the online help (from the Web UI select Longitude Help 

from the Help menu, expand Applications and Configuration in the help tree, and 

select Monitoring Windows).  

Windows Event Logs  

  

The WindowsEventLog application enables Windows event log records to be 

collected within Longitude for display and alerting.   

  

• The event log records can be displayed in the WindowsEventLog view of 

the Longitude Event Monitor.   

  

• Collected event log records can be translated into Longitude events for 

display with other Longitude events in the Applications view of the 

Longitude Event Monitor.   
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• Translated events can be used to trigger Longitude actions or correlated 

events.   

  

• Event reports display the statistics related to the number of event log records 

of each type, and include drill down for more detail on the events.  

  

 

Requirements  

  

Service Account Privileges  

  

The account assigned to the Statistics Server service must be a member of the 

Local Administrators group on the computers from which statistics will be 

collected.  

  

  

Windows Firewall and WMI Access  

  

WMI (Windows Management Instrumentation) access must be permitted by 

Windows Firewall, if the firewall is enabled. After installing Service Pack 2 on 

Windows XP, Windows Firewall is enabled by default. This firewall restricts 

remote access to the machine, so many Longitude collections will fail. You can 

configure the firewall to allow WMI access by executing the command “netsh 

firewall set service RemoteAdmin” in a command window on the monitored 

computer.  

  

WMI Service  

  

The Windows Management Instrumentation service must be installed and running 

on the Windows computers from which statistics will be collected. By default, 

this will be the case for Windows 2000/2003/2008 Server.  

  

  

Licensing  

The WindowsEventLog application is licensed by an Operating Systems unit – 

both the WindowsEventLog application and the Windows application can be 

monitored on the same server using a single Operating Systems license unit.  
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Configuration  

  

  

To add the WindowsEventLog application using the Manage Monitoring function, 

select WindowsEventLog from the Application drop-down box on the Add 

Application screen. When you select the WindowsEventLog application, you will 

be prompted to enter a comma-separated list of computers from which to collect 

event log records, as well as the types of records that you would like to collect.  

  

WindowsEventLog application properties:  

Computer  Name of the computer from which to collect event 

log records. Multiple computers can be entered in a 

comma separated list.  

Event Log 

Instances  

  

Check the event logs from which you want to collect 

records. The default form includes checkboxes for the 

Application log the System log and the Security log.   

  

To add an additional log (e.g. a non-standard log 

specific to a particular application), type the name of 

the log in the box next to the Add Another Instance 

button and then click the button. A new section for 

the log will be added to the event log form.    

  

You can add more than one instance for an individual 

log file. For example, If you want to allow all Failure 

Audit events from the Security log to be collected, 

but you only want specific Success Audit events to be 

collected, you can add a second instance with 

Security in the LogFile field. The first instance would 

have Failure Audit checked and the Event List box 

empty, while the second instance would have Success 

Audit checked and a comma-separated list of allowed 

event IDs in the Event List box.  

Instance  Friendly name that you can specify to distinguish 

between different instances, which correspond to 

monitored event log files, of the WindowsEventLog 

application. You can choose any name that you want 

to represent the instance, as long as it is unique from 

the other instance names - the name does not need to 

correspond to a literal event log file name.  
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LogFile The name of the event log file from which events 

should be collected. This should be the display name 

of the log file, as it appears in the Windows Event 

Viewer. 

Event List  Enter a comma separated list of event IDs 

(corresponding to the Event column in the Windows 

Event Viewer) that should be collected or not based 

on whether the Allow or Deny radio button is 

selected. If the Allow button is selected the event IDs 

that you enter will be the only events that Longitude 

will collect. If the Deny button is selected the event 

IDs that you enter will be the only events that 

Longitude will not collect from the event log. If you 

leave the EventList box blank, Longitude will collect 

all event IDs, regardless of whether you selected the 

Deny or Allow radio button.  

Source 

List  

Enter a comma separated list of event sources 

(corresponding to the Source column in the Windows 

Event Viewer) that should be collected or not based 

on whether the Allow or Deny radio button is 

selected. If the Allow button is selected events from 

the sources that you enter will be the only events that 

Longitude will collect. If the Deny button is selected 

the events from the sources that you enter will be the 

only events that Longitude will not collect from the 

event log. If you leave the box blank, Longitude will 

collect events with any source, regardless of whether 

you selected the Deny or Allow radio button.  

Event 

Type  

Check the boxes for the event types that you want to 

collect. Event types correspond to the Type column 

in the Windows Event Viewer. The default instances 

display only the event types that are appropriate for 

the selected event log. For example, the System 

instance displays Error, Warning, and Information 

checkboxes, while the Security instance displays 

Success Audit and Failure Audit checkboxes. User-

defined instances will display a checkbox for any 

possible event type.  

  

When you are finished defining the application 

properties, click the Monitor Application button to 

add the WindowsEventLog application so that it will 

start collecting event log records from the specified 

computers.  
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Viewing Event Log Events  

  

You can view the collected event log records in the WindowsEventLog view of 

the Longitude Event Monitor. You can view event reports for the collected event 

log records to display the statistics related to the number of event log records of 

each type, including drill down for more detail on the events.  

  

Translating Event Log Events to Longitude Events  

  

If you want to view event log events with other Longitude events in the Longitude 

Event Monitor, you must translate them to Longitude events using the 

WindowsEventLog rule properties in the Manage Rules function. Translated 

events can also be used to trigger Longitude actions or correlated events. To 

translate event log events into Longitude events:  

  

1. Run the Manage Rules function (Home » Monitoring » Manage Rules) in 

the Web UI.  

  

2. Select WindowsEventLog from the Application drop-down box.  

  

3. Configure the following rule properties to define which event log records 

should be translated into Longitude events. By entering values in the 

following fields you can configure events with those values to be 

translated. If the fields are left blank this means that any event will be 

collected. For example, by default the TypeList field has a value of Error, 

while all of the other fields are blank - this means that any Error type 

events will be translated while events of other types will not.   

 

Rule 

Property  

Description  

ComputerList  A comma-separated list of 

Computers from which event log 

records should be translated to 

Longitude events (like an opt-in 

filter or white-list). If the field is 

left blank, events from any 

computer will be translated, 

whereas if you enter a list of 

computers, only the events from 
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those computers will be translated.  

EventList  A comma-separated list of Event 

Identifiers that should be translated 

to Longitude events (like an opt-in 

filter or white-list). The Event 

Identifier is a number specific to the 

source that generated the event log 

entry (corresponding to the Event 

column in the Windows Event 

Viewer). For example: 529. If the 

field is left blank, all event IDs will 

be translated, whereas if you enter a 

list of event IDs, only the events 

with those event IDs will be 

translated.  

LogFileList A comma-separated list of log file 

names (the display name of the log 

file, as it appears in the Windows 

Event Viewer) from which event 

log records should be translated to 

Longitude events. For example: 

Application,System. If the field is 

left blank, events from any event 

log will be translated, whereas if 

you enter a list of event logs, only 

the events from those event logs 

will be translated.  

  

Specific values are configured at 

the instance level. If the global 

value is configured so that events 

from a particular log will not be 

promoted, but you do want to 

promote them from a specific 

computer, set the LogFileList 

specific value for that computer and 

log file instance to the name of the 

log file. For example, set the 

EventLog:Application instance to 

Application. If the global value is 

configured so that events from a 
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particular log will be promoted, but 

you do not want them to be for a 

specific computer, set the 

LogFileList specific value for that 

computer and log file instance to 

something other than the log file 

name (e.g. none). 

SourceList  A comma-separated list of Event 

Sources (corresponding to the 

Source column in the Windows 

Event Viewer) that should be 

translated into Longitude events 

(like an opt-in filter or white-list). 

For example: Browser, Service 

Control Manager. If the field is left 

blank, events from any source will 

be translated, whereas if you enter a 

list of sources, only the events from 

those sources will be translated.  

TypeList  A comma-separated list of event 

types (corresponding to the Type 

column in the Windows Event 

Viewer). For example: 

Error,Warning. Legal values are: 

Error, Warning, and Failure Audit. 

Default value is Error, which will 

translate only Error type events. 

Clearing the Typelist will translate 

events of all types (other than 

Information and Audit Success, 

which cannot be translated), while 

entering specific types will translate 

only events with those types.  

Unique  When true (the default), only one 

event (the most recent) with the 

same Event ID will be chosen out 

of multiple events generated since 

the last collection. The event name 

for these events will be 

WindowsFoldedEvent.  

  

When set to false, every individual 

event will be translated, even if 

there are multiple events with the 

same Event ID. The event name for 
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these events will be 

WindowsEvent.  

 
  

4. If you want to define an action rule that will perform an e-mail, OS 

command, or SNMP trap action in response to translated events, click the 

Add Action Rule link below the rule properties (you need to select 

Evt_PromoteEvent from the Task and Rule drop-down boxes before this 

link will appear).  

If you want to add an action for a particular event ID, select the event 

name with the event ID appended to it in the Event Name field of the 

action rule.  

  

If you want to take an action when events of a particular severity are 

translated, the Severity selections are the Longitude severities that appear 

in the Severity field for translated events in the Longitude Event Monitor. 

Longitude severities correspond to Event Log severities, as follows:  

 

Event Log Severity  
  

Longitude Severity 
  

Error  Critical  

Warning  Warning  

Failure Audit  Major  

 
  

5. Click the Save Changes button to save the configured rule properties.   

6. The Evt_PromoteEvent task will run every half hour and if it finds event 

log events in the Longitude database that match your specifications, the 

events will be translated into Longitude events.   

  

 

Additional configuration and troubleshooting information for the 

WindowsEventLog application is available in the online help (from the Web UI 

select Longitude Help from the Help menu, expand Applications and 

Configuration in the help tree, and select Monitoring Windows Event Logs).  

SQL2005 (for monitoring Microsoft SQL Server 2005)  
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Supported Versions 2005  

  

Requirements  

Service Account Privileges   

  

The account assigned to the Statistics Server service must be a member of the 

Local Administrators group on the Windows computers from which statistics will 

be collected in order to allow WMI authorization to succeed. Refer to Connecting 

to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B.   

  

SQL Server Performance Counters  

  

Sometimes, for a variety of different reasons, the SQL Server Performance 

Monitor counters will not show up as they should. Often, but not always, this 

problem can be fixed by following these steps:   

  

1. At the command prompt, type in the following: unlodctr.exe MSSQLServer  

  

Where MSSQLServer is used to represent the performance objects for the 

default instance. If you have a named instance, MSSQL$Instance will 

usually represent the performance objects for the instance - you can 

confirm this by checking the name of the SQL Server service, as it will 

correspond to the driver for the performance objects.  

  

2. Type in the following: lodctr.exe <SQL Server path>\binn\sqlctr.ini  

  

3. After loading new performance counters it may be necessary to 

resynchronize the performance counters in order for the new counters to 

be available for WMI collection  

  

4. Reboot the server  

  

 

Diskperf  

  

Collection of disk statistics requires that diskperf is enabled on any computer 

from which disk statistics will be collected. Diskperf is enabled by default on 

computers running Windows 2003 and Windows 2008, but disabled by default on 

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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computers running Windows 2000 and earlier. To enable diskperf, execute 

diskperf -Y from the command window, and reboot. If diskperf was not enabled 

when you added the SQL2005 application to a computer, the registration of the 

Disk and Resources collections will fail. After you resolve the problem you can 

re-register the collection by testing the collection.  

  

Configuration  

  

When you add the SQL2005 application, you need to specify the following 

properties:  

  

Computer  Name of the computer running SQL Server. You can use 

a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  Friendly name that you can specify to distinguish 

between multiple instances. This is the name that Heroix 

Longitude will use to identify the instance in alerts. You 

can choose any name that you want to represent the 

instance - the name does not need to correspond to a 

literal instance name from your installation of SQL 

Server.  

NamedInstance  Actual name of SQL Server named instance (leave blank 

for unnamed default instance).  

Database 

Driver  

Jdbc connection driver. Accept the default for the SQL 

Server 2005 JDBC driver.  

Database URL Jdbc connection Url. Accept the default to connect using 

the instance name and integrated security.   

  

If you want to use SQL Server authentication (using a 

SQL Server login) instead of integrated security (using 

the Windows account assigned to the Longitude 

Statistics Server service), edit the following part of the 

URL from:   

  

integratedSecurity=true;   

  

to:  

  

integratedSecurity=false;   

  

If you change the URL to use SQL Server 

authentication, you must enter a valid SQL Server user 

and password in the User and Password fields.  

  



85 

 

By default the URL specifies the instance name instead 

of the port. If you know the port used by your SQL 

Server you can add it to the URL after the host name to 

make the connection more efficient. To do this change:  

  

~host~;  

  

to:  

  

~host~:1433;  

  

where 1433 is the port your SQL Server is using (1433 

is the default port for an unnamed instance of SQL 

Server). 

User  Jdbc connection username. Leave blank if using 

integrated security. If you edited the Database URL so 

that integratedSecurity is set to false, input a SQL Server 

user. The user must have permission to execute a select 

query against the sysprocesses table of the master 

database. For the *Queries collections the user must 

have permission to execute a select query against the 

sys.dm_exec_query_stats view.  

Password  Jdbc connection password. If you edited the Database 

URL so that integratedSecurity is set to false, input a 

password for the SQL Server user specified in the User 

field.  

 
 Additional configuration and troubleshooting information for the SQL2005 
application is available in the online help (from the Web UI select 
Longitude Help from the Help menu, expand Applications and 
Configuration in the help tree, and select Monitoring SQL Server 2005). 

 

SQL2008 (for monitoring Microsoft SQL Server 2008)  

  

Supported Versions 2008  

  

Requirements  

Service Account Privileges   

  

The account assigned to the Statistics Server service must be a member of the 

Local Administrators group on the Windows computers from which statistics will 

be collected in order to allow WMI authorization to succeed. Refer to Connecting 

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B.   

  

SQL Server Performance Counters  

  

Sometimes, for a variety of different reasons, the SQL Server Performance 

Monitor counters will not show up as they should. Often, but not always, this 

problem can be fixed by following these steps:   

  

1. At the command prompt, type in the following: unlodctr.exe MSSQLServer  

  

Where MSSQLServer is used to represent the performance objects for the 

default instance. If you have a named instance, MSSQL$Instance will 

usually represent the performance objects for the instance - you can 

confirm this by checking the name of the SQL Server service, as it will 

correspond to the driver for the performance objects.  

  

2. Type in the following: lodctr.exe <SQL Server path>\binn\sqlctr.ini  

  

3. After loading new performance counters it may be necessary to 

resynchronize the performance counters in order for the new counters to 

be available for WMI collection  

  

4. Reboot the server  

  

 

Diskperf  

  

Collection of disk statistics requires that diskperf is enabled on any computer 

from which disk statistics will be collected. Diskperf is enabled by default on 

computers running Windows 2003 and Windows 2008, but disabled by default on 

computers running Windows 2000 and earlier. To enable diskperf, execute 

diskperf -Y from the command window, and reboot. If diskperf was not enabled 

when you added the SQL2008 application to a computer, the registration of the 

Disk and Resources collections will fail. After you resolve the problem you can 

re-register the collection by testing the collection.  

  

Configuration  

  

When you add the SQL2008 application, you need to specify the following 



87 

 

properties:  

  

Computer  Name of the computer running SQL Server. You can use 

a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  Friendly name that you can specify to distinguish 

between multiple instances. This is the name that Heroix 

Longitude will use to identify the instance in alerts. You 

can choose any name that you want to represent the 

instance - the name does not need to correspond to a 

literal instance name from your installation of SQL 

Server.  

NamedInstance  Actual name of SQL Server named instance (leave blank 

for unnamed default instance).  

Database 

Driver  

Jdbc connection driver. Accept the default for the SQL 

Server 2008 JDBC driver.  

Database URL Jdbc connection Url. Accept the default to connect using 

the instance name and integrated security.   

  

If you want to use SQL Server authentication (using a 

SQL Server login) instead of integrated security (using 

the Windows account assigned to the Longitude 

Statistics Server service), edit the following part of the 

URL from:   

  

integratedSecurity=true;   

  

to:  

  

integratedSecurity=false;   

  

If you change the URL to use SQL Server 

authentication, you must enter a valid SQL Server user 

and password in the User and Password fields.  

  

By default the URL specifies the instance name instead 

of the port. If you know the port used by your SQL 

Server you can add it to the URL after the host name to 

make the connection more efficient. To do this change:  

  

~host~;  

  

to:  

  

~host~:1433;  
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where 1433 is the port your SQL Server is using (1433 

is the default port for an unnamed instance of SQL 

Server). 

User  Jdbc connection username. Leave blank if using 

integrated security. If you edited the Database URL so 

that integratedSecurity is set to false, input a SQL Server 

user. The user must have permission to execute a select 

query against the sysprocesses table of the master 

database. For the *Queries collections the user must 

have permission to execute a select query against the 

sys.dm_exec_query_stats view.  

Password  Jdbc connection password. If you edited the Database 

URL so that integratedSecurity is set to false, input a 

password for the SQL Server user specified in the User 

field.  

 
 Additional configuration and troubleshooting information for the SQL2008 
application is available in the online help (from the Web UI select 
Longitude Help from the Help menu, expand Applications and 
Configuration in the help tree, and select Monitoring SQL Server 2008). 

 

SQL2000 (for monitoring Microsoft SQL Server 7 & 2000)  

  

Supported Versions 7, 2000  

  

Requirements  

Service Account Privileges   

  

The account assigned to the Statistics Server service must be a member of the 

Local Administrators group on the Windows computers from which statistics will 

be collected in order to allow WMI authorization to succeed. Refer to Connecting 

to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B.   

SQL Server WMI Provider  

SQL Server WMI support, required for the optional ErrorLog and Processes 

collections from SQL Server 2000 and SQL Server 7, is not installed by default. 

The required setup and documentation are included on the SQL Server 2000 

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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installation disk (the WMI provider was not included on the SQL Server 7 disk, 

but the provider from the SQL Server 2000 installation can be used).   

  

The steps to install the WMI provider on SQL Server 2000 or SQL Server 7 are as 

follows:   

  

• Log on to the server with an account that is a member of the local administrators 

group  

  

• Before installing the SQL WMI Provider, verify that the SQL Server 

Performance Monitor objects (there should be a number of performance 

objects with either a SQLServer or MSSQL$Instance prefix) show up in 

System Monitor (or Performance Monitor on NT). If they do not, you may be 

able to reload the object as follows:   

  

1. At the command prompt, type in the following:   

  

unlodctr.exe MSSQLServer  

  

Where MSSQLServer is used to represent the performance objects for the 

default instance. If you have a named instance, MSSQL$Instance will 

usually represent the performance objects for the instance - you can 

confirm this by checking the name of the SQL Server service, as it will 

correspond to the driver for the performance objects.  

  

2. Type in the following: lodctr.exe <SQL Server path>\binn\sqlctr.ini  

  

3. If the SQL Performance Monitor objects do not appear in System Monitor 

(or Performance Monitor on NT), rebooting the SQL Server may correct 

the issue.  

  

  

• Once the SQL Server Performance Monitor objects exist, continue to install the 

WMI provider for SQL Server as described in the following steps.   

  

1. Load the SQL Server 2000 installation disk in a CD player  

  

2. Navigate to the WMI directory on the CD. Note it may be found in the 

following path: X86\OTHER\WMI   

  

3. Execute the file SQLWMI80.MSI and answer the prompts to install 

WMI (note when the program is done, it will not display a 

confirmation)  

  

4. Synchronize the counters from the command line in order for the new 

counters to be available for WMI collection  
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SQL Server Performance Counters  

  

Sometimes, for a variety of different reasons, the SQL Server Performance 

Monitor counters will not show up as they should. Often, but not always, this 

problem can be fixed by following these steps:   

  

5. At the command prompt, type in the following: unlodctr.exe MSSQLServer  

  

Where MSSQLServer is used to represent the performance objects for the 

default instance. If you have a named instance, MSSQL$Instance will 

usually represent the performance objects for the instance - you can 

confirm this by checking the name of the SQL Server service, as it will 

correspond to the driver for the performance objects.  

  

6. Type in the following: lodctr.exe <SQL Server path>\binn\sqlctr.ini  

  

7. After loading new performance counters it may be necessary to 

resynchronize the performance counters in order for the new counters to 

be available for WMI collection  

  

8. Reboot the server  

  

 

Diskperf  

  

Collection of disk statistics requires that diskperf is enabled on any computer 

from which disk statistics will be collected. Diskperf is enabled by default on 

computers running Windows 2003 and Windows 2008, but disabled by default on 

computers running Windows 2000 and earlier. To enable diskperf, execute 

diskperf -Y from the command window, and reboot. If diskperf was not enabled 

when you added the SQLServer application to a computer, the registration of the 

Disk and Resources collections will fail. After you resolve the problem you can 

re-register the collection by testing the collection.  

  

Configuration  

  

When you add the SQLServer application, you need to specify the following 

properties:  
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Computer  Name of the computer running SQL Server. You can use 

a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  Friendly name that you can specify to distinguish 

between multiple instances. This is the name that Heroix 

Longitude will use to identify the instance in alerts. You 

can choose any name that you want to represent the 

instance - the name does not need to correspond to a 

literal instance name from your installation of SQL 

Server.  

NamedInstance  Actual name of SQL Server named instance (leave blank 

for unnamed default instance).  

 
  
Additional configuration and troubleshooting information for the SQL2000 
application is available in the online help (from the Web UI select 
Longitude Help from the Help menu, expand Applications and 
Configuration in the help tree, and select Monitoring SQL2000 (7 & 2000)).  
  

MySQL  

  

Supported Versions (for both Unix/Linux, and Windows) 4.1, 5.0  

  

Configuration  

  

When you add the MySQL application, you need to specify the following 

properties:  

  

Computer  Name of the computer running MySQL. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.  
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Instance  Friendly name that you can specify to distinguish between 

multiple instances. This is the name that Heroix Longitude 

will use to identify the instance in alerts. You can choose any 

name that you want to represent the instance - the name does 

not need to correspond to a literal database name from your 

installation of MySQL.  

  

Note that in Longitude only the TableSpaceFull rule is 

specific to a Longitude instance (or MySQL catalog). If you 

monitor the same MySQL server with multiple instances of 

the Longitude MySQL application, the events other than the 

TableSpaceFull rule will display one of the instances in the 

instance field of the event, but an instance is not applicable 

to these events.  

MySQL 

Database  

Actual name of MySQL database that you want to monitor.  

MySQL 

User  

Name of a MySQL user with SELECT privilege on the 

database specified in the MySQL Database field. Specify the 

username only, not user@host.  

Password  Password of the user specified in the MySQL User field.  

Port  Port number to use for connections to the MySQL instance- 

usually 3306. This is the same port number that is used to 

connect to MySQL using MySQL Administrator.  

 
  

  
Additional configuration and troubleshooting information for the MySQL 
application is available in the online help (from the Web UI select 
Longitude Help from the Help menu, expand Applications and 
Configuration in the help tree, and select Monitoring MySQL).  

Oracle  

  

Supported Versions 9, 10g  

  

Requirements  

  

The collection of Oracle statistics is not supported through a firewall.  If your 

Oracle computers are not on the same side of your firewall as your Management 

Station, you will need to install the Heroix Longitude Agent on the same side of 

the firewall as the Oracle computers so that it can collect Oracle statistics for use 
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by the Management Station.  

  

Configuration  

  

When you add the Oracle application, you need to specify the following 

properties:  

  

Computer  Name of the computer running Oracle.  

Instance  Friendly name that you can specify to distinguish between 

multiple instances. This is the name that Heroix Longitude 

will use to identify the instance in alerts. You can choose any 

name that you want to represent the instance - the name does 

not need to correspond to a literal instance name from your 

installation of Oracle.  

Oracle 

Instance  

Actual name of Oracle database instance. This should be the 

same form of the name that you use when connecting to the 

database using sqlplus.  

Oracle 

User  

Oracle username, any user granted CONNECT and 

SELECT_CATALOG_ROLE privilege.  

Password  Password of the specified Oracle user.  

Port  Normally 1521  

 

  

J2EE  

  

Supported Platform JBoss 4.0.0  

  

Configuration  

  

Note: The same Longitude Statistics Server, as selected in the Agent box, cannot 

be used to monitor both J2EE and WebLogic or WebSphere. In order to monitor 

both J2EE and either WebLogic or WebSphere use a different Statistics Server for 

J2EE than the one that is collecting WebLogic and/or WebSphere statistics.  

  

When you add the J2EE application, you need to specify the following properties:  
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Computer  Name of the computer running J2EE. You can use a comma-

separated list to specify multiple computers at once where the 

other properties are the same.  

Instance  Friendly name that you can specify to distinguish between multiple 

instances. This is the name that Heroix Longitude will use to 

identify the instance in alerts. You can choose any name that you 

want to represent the instance - the name does not need to 

correspond to a literal instance name from your installation of 

JBoss.  

Platform  Select a J2EE platform from the drop-down list. The only option in 

Longitude V1 is JBoss4.0.  

  

Port  JNDI Port (default is 1099).  

  

ContextRoot  

  

JNDI Context Root (may be left blank)  

Username  Login Username (may be left blank unless required by your JBoss 

server)  

  

Password  Login Password (may be left blank unless required by your JBoss 

server)  

 

WebLogic  

  

Supported Versions 8.1  

  

Requirements  

  

The WebLogic collection components must be installed on the Statistics Server 

that will be collecting WebLogic statistics from the WebLogic servers.  The 

WebLogic collection components are not installed by default, during the Heroix 

Longitude Agent installation; they are always installed with a Management 

Station install.  To install them for the agent, you need to check the Install 

WebLogic Collection Components box on the Third Party Files page of the 

install.  If you have a file called weblogic.jar in Longitude‟s lib\WebLogic 

directory, you have the WebLogic collection components installed.  

  

• If you want to monitor Connection Leaks, you must select Enable Connection 

Leak Profiling under Advanced Options on the configuration page for the 

connections in the pool.  This feature uses extra resources and will likely slow 

down connection pool operations, so it is not recommended for production 

use.  If connection leak profiling is not enabled, Longitude will not produce 
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any JDBCConnectionsLeaked events.  

• If you want to monitor the status of Connection Pools, you must enable 

connection testing (on create, on reserve, on release, or periodic testing) under 

Advanced Options on the configuration page for the connections in the pool.  

If connection testing is not enabled, Longitude will not produce any 

JDBCConnectionPoolNotRunning events.  

• When monitoring WebLogic, if the wrong password is used, the user will have 

as many invalid login attempts as there are collections (12 per instance).  If 

the account is configured to be locked out after less than 13 invalid attempts, 

it will not be possible to set up monitoring until the account is unlocked 

manually via the console or automatically at the end of the lockout duration.  

Moreover, if the account used for monitoring is the same account that is used 

to access the Administration console, it will not be possible to unlock the user 

via the console.  Therefore, Heroix recommends using a separate user account 

for monitoring.  

  

 

Configuration  

  

Note: The same Longitude Statistics Server, as selected in the Agent box, cannot 

be used to monitor both J2EE and WebLogic or WebSphere. In order to monitor 

both J2EE and either WebLogic or WebSphere use a different Statistics Server for 

J2EE than the one that is collecting WebLogic and/or WebSphere statistics.  

  

When you add the WebLogic application, you need to specify the following 

properties:  

  

Computer  Name of the computer running WebLogic. You can use a comma-

separated list to specify multiple computers at once where the other 

properties are the same.  

Instance Friendly name that you can specify to distinguish between multiple 

instances. This is the name that Heroix Longitude will use to identify 

the instance in alerts. You can choose any name that you want to 

represent the instance - the name does not need to correspond to a 

literal instance name from your installation of WebLogic. 

Version  Select a WebLogic version from the drop-down list. The only option 

in Longitude V1 is 8.1.  

Port  Listen Port (default for WebLogic is 7001).  

Username  Login Username for WebLogic.  

Password  Login Password for the WebLogic username specified.  

 
  
  

WebSphere  
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Supported Versions 5.1, 6.0, 6.1  

  

Requirements  

Longitude uses an admin client provided by WebSphere to collect statistics from 

the server via a SOAP connection.  

  

Making WebSphere Monitorable  
  

1. From the Administration Console, expand the Servers menu on the left 

hand side.    

2. Click Application Servers.    

3. Click the name of your server.    

4. For WebSphere 5.1, click Performance Monitoring Service. For WebSphere 

6.X, click Performance Monitoring Infrastructure (PMI).  

5. Click on the Configuration tab.  

6. For WebSphere 5.1, check the checkbox next to Startup to have the 

performance monitoring service start at startup. For WebSphere 6.X check 

the "Use sequential counter updates" box.   

7. For WebSphere 6.X click the All radio button. For WebSphere 5.1, click 

Custom and change all N to X or the minimum required settings are 

below:   

beanModule=H   

cacheModule=N   

connectionPoolModule=H   

j2cModule=N   

jvmRuntimeModule=H   

orbPerfModule=M   

servletSessionsModule=H   

systemModule=M   

threadPoolModule=H   

transactionModule=M   

webAppModule=M   

webServicesModule=H  

8. Click OK.    

9. At the top of the screen, click Save.    

10. For WebSphere 5.1, click the Save button to save to the master 

configuration.  

11. Restart the application server.    

  

 

Configuration  

  

Note: The same Longitude Statistics Server, as selected in the Agent box, cannot 
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be used to monitor both J2EE and WebLogic or WebSphere. In order to monitor 

both J2EE and either WebLogic or WebSphere use a different Statistics Server for 

J2EE than the one that is collecting WebLogic and/or WebSphere statistics.  

  

When you add the WebSphere application, you need to specify the following 

properties:  

  

  

Computer  Name of the computer running WebSphere. You can use 

a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  Friendly name that you can specify to distinguish 

between multiple instances. This is the name that Heroix 

Longitude will use to identify the instance in alerts. You 

can choose any name that you want to represent the 

instance - the name does not need to correspond to a 

literal instance name from your installation of 

WebSphere. Instance can be left as „defaultInstance‟. 

However, if you intend to monitor more than one 

application server on the same computer, you will need to 

choose a different instance name for each server.  

Version  Select a WebSphere version from the drop-down box.   
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AdminClientSoapPort  The SOAP port number of the admin client. Specify the 

port for which the Web server has been configured to 

accept client requests via SOAP. To determine the SOAP 

port, follow these steps:  

  

1. From the Administration Console, expand the Servers 

menu on the left hand side.   

  

2. Click Application Servers.   

  

3. Click the name of your server.  

  

4. Go to the Configuration tab.  

  

For WebSphere 5.1:  

  

• Click "End Points" from the list of Additional 

Properties.  

  

• Click "SOAP CONNECTOR ADDRESS".  

  

• The port number displayed is the port to use for 

monitoring WebSphere with Longitude.  

  

  

For WebSphere 6.X:  

  

• Expand Ports under Communications.  

  

• The port specified for 

SOAP_CONNECTOR_ADDRESS is the port to 

use for monitoring WebSphere with Longitude.  

 

Username & 

Password 

Enter the same username and password used to log in to 

the WebSphere Administration Console. If security has 

not been enabled for the WebSphere domain and 

authentication is not required for the admin console, then 

you may leave the Username and Password fields blank 

when monitoring the server through Longitude. 

 
  
Troubleshooting information for the WebSphere application is available in 
the online help (from the Web UI select Longitude Help from the Help 
menu, expand Applications and Configuration in the help tree, and select 
Monitoring WebSphere).  
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Exchange  

  

Supported Versions 2000,2003,2007  

  

Requirements  

  

Mailbox and Folder Collections  

Mailbox and Folder collections are only available for Exchange 2003 because the 

WMI classes that they use were not present in Exchange 2000.  If you add the 

Longitude Exchange application to an Exchange 2000 Server, the Mailbox and 

Folder collections will not be registered successfully – this is expected behavior.   

Exchange Message Tracking  

Exchange message tracking must be enabled in order to collect information about 

Exchange User, Site, Server, Domain, and Connector activity. Enabling Exchange 

message tracking:   

• Open Exchange System Manager.   

• Select Servers under the domain name.   

• Select the Exchange Server you're configuring, right-click on the Server, and 

select Properties.  

• On the Properties screen, General tab, there will be an Enable message 

tracking checkbox.   

• Enable message tracking by clicking the checkbox on.   

 

When you add the Longitude Exchange application, it requires the previous day's 

tracking log to be present.  If you have just enabled message tracking, the 

registration of the TrackingLog collection will fail, but Longitude will 

periodically attempt to re-register the collection.   

Service Account Privileges  

The account\password pair assigned to the Statistics Server service must be a 

member of the Local Administrators group on the computers from which statistics 

will be collected in order to allow WMI authorization to succeed. The account 

should also be a domain account from the same domain as the exchange server.  

In order to collect Mailbox and Folder statistics the account must have "Read" 

access in Exchange. Additionally, the Folder collection requires that the account 

be a member of the Domain Admins group in the Exchange server's domain and it 

must have "View Information Store Status" access in Exchange. To confirm this, 

use an account that has full control in Exchange to run Exchange System Monitor, 
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navigate to the Exchange server under the Administrative Groups folder and 

display its properties, click the Security tab, and add the account assigned to the 

Statistics Server service with at least "Read" and "View Information Store Status" 

permission. When you set those permissions at the server level, click the 

Advanced button and make sure that it says “Apply onto This object, 

subcontainers and child objects.” Under the Folders directory that is at the same 

level as the Servers subdirectory, right-click on the Public Folders icon, select 

Properties and go to the Security tab. Add the account there with the same 

permissions as before and in the Advanced properties make sure that it says 

“Apply onto This object, subcontainers and child objects.”  

Windows Firewall  

The Windows Internet Connection Firewall should be disabled on any computer 

from which statistics will be collected.  

Windows Management Instrumentation service  

The Windows Management Instrumentation service must be installed and running 

on the Windows computers from which statistics will be collected. By default, 

this will be the case for Windows 2000/2003/2008 Server.   

Performance Objects Used by the Exchange Application  

The Longitude Exchange application relies on Windows Performance Monitor 

counters.  If Windows performance counters get corrupted and disappear, the 

Windows collections will fail with the message "No valid counters." Rebooting 

the Windows computer may resolve the problem, or the counters may need to be 

manually reloaded.  Issues related to lost performance counters have also been 

addressed in Windows service packs.  See the Microsoft website for more details 

about missing performance counters. After loading new performance counters it 

may be necessary to synchronize the performance counters.  

  

The Exchange application uses the following performance objects:   

  

LogicalDisk, SMTP server, MSExchangeIS Mailbox, MSExchangeIS Public, 

Epoxy, MSExchangeIS, Memory, Processor, System, Network Interface, 

PhysicalDisk  

  

If you have trouble adding the Exchange application or registering any Exchange 

collections, check if these performance objects exist.  

Diskperf  

Collection of disk statistics requires that diskperf is enabled on any computer 

from which disk statistics will be collected. Diskperf is enabled by default on 

computers running Windows 2003 and Windows 2008, but disabled by default on 

computers running Windows 2000 and earlier. To enable diskperf, execute 

diskperf -Y from the command window, and reboot. If diskperf was not enabled 

when you added the Exchange application to a computer, the registration of the 



101 

 

Disk and Resources collections will fail. After you resolve the problem you can 

re-register the collection by testing the collection.  

  

  

Configuration  

  

  

When you add the Exchange application, you need to specify the following 

properties:  

  

Computer Name of the computer running Exchange. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same. If you specify an alias, 

make sure that a reverse lookup in DNS will resolve to the actual 

FQDN.  

  

Note: It is important to specify the name, rather than the IP 

address, of the server in order for the Tracking Log collection to 

succeed. 

Log Directory 

Path  

The path to the shared TrackingLog folder (normally 

\\SERVER_NAME\SERVER_NAME.LOG in that format, where 

SERVER_NAME is the name of the Exchange Server). If 

Exchange message tracking is not enabled, leave this field blank.  

Site 

Distinguished 

Name  

A site distinguished name such as /O=Heroix/OU=First 

Administrative Group (Required only for Exchange2000).  

 
  
Troubleshooting information for the Exchange application is available in 
the online help (from the Web UI select Longitude Help from the Help 
menu, expand Applications and Configuration in the help tree, and select 
Monitoring Exchange).  

  
  

Active Directory  

  

Supported Versions Active Directory for Windows 2000/2003/2008 Server  

  

Requirements  
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Service Account Privileges   

The account assigned to the Statistics Server service must be a member of the 

local Administrators group on the Windows computers from which statistics will 

be collected.  

Performance Counters  

The Heroix Longitude Active Directory application relies on Windows 

Performance Monitor objects - specifically FileReplicaSet and NTDS. If these 

performance counters get corrupted and disappear, the collections will fail with 

the message "No valid counters." Rebooting the Active Directory computer may 

resolve the problem, or the counters may need to be manually reloaded. Issues 

related to lost performance counters have also been addressed in Windows service 

packs. See the Microsoft website for more details about missing performance 

counters.  

  

Configuration  

  

Add the Active Directory application using the Manage Monitoring function by 

selecting the Active Directory application and specifying the name of the Active 

Directory domain controller that you want to monitor (you can add the application 

for multiple computers by entering a comma-separated list of computers).  

   

Troubleshooting information for the ActiveDirectory application is available in 

the online help (from the Web UI select Longitude Help from the Help menu, 

expand Applications and Configuration in the help tree, and select Monitoring 

ActiveDirectory).  

Cisco  

  

Configuration  

  

When you add the Cisco application, you need to specify the following properties:  

  

Computer  Name or IP Address of the Cisco device. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Community  Community name with at least READ access. SNMP must be 

enabled on the Cisco device and must accept SNMP packets 

from the Longitude statistics server.  

Note: The community name is case-sensitive.  

Port  SNMP Port  

TimeoutSeconds  Number of seconds to wait for a response  

Retries  Number of times to retry after a timeout  
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Citrix  

  

Supported Versions Citrix Presentation Server version 4.5  

  

Configuration  

  

When you add the Citrix application, you need to specify the following 

properties:  

  

Computer  Name or IP Address of the Cisco device. You can use a comma-

separated list to specify multiple computers at once where the other 

properties are the same.  

 
  
  

  

 DHCP  

  

Supported Versions DHCP Server for Windows 2000/2003/2008  

  

Requirements  

  

Note: The DHCP application will only collect statistics from activated scopes.  

  

Service Requirements  

 The SNMP and the DHCP Server services must be running on the DHCP 

Server in order for collection of DHCP statistics to succeed.   

 The Windows Management Instrumentation service must be installed and 

running on the DHCP computers from which statistics will be collected. 

By default, this will be the case for Windows 2000/2003/2008 Server. 

WMI is used to monitor the state of the DHCP service.  

  

 

Windows Firewall and WMI Access  

WMI (Windows Management Instrumentation) access must be permitted by 
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Windows Firewall, if the firewall is enabled. After installing Service Pack 2 on 

Windows XP, Windows Firewall is enabled by default. This firewall restricts 

remote access to the machine, so many Longitude collections will fail. You can 

configure the firewall to allow WMI access by executing the command "netsh 

firewall set service RemoteAdmin" in a command window on the monitored 

Windows computer.  

  

Configuration  

  

When you add the DHCP application, you need to specify the following 

properties:  

  

Computer  Name of the computer running DHCP. You can use a comma-

separated list to specify multiple computers at once where the 

other properties are the same.   

Community  

 

Community name  

• To determine a valid community name, open the SNMP 

properties pages for the DHCP server. On Windows 

2000/2003/2008, the SNMP properties can be accessed by 

right-clicking on the SNMP service in the Services tool and 

selecting "Properties." Note the community name(s) specified 

on the Security tab. Configure Longitude to use one of the 

community names that has at least READ access.   

Note: The community name is case-sensitive.   

• Also on the Security tab, make sure that the 

DHCP server will accept SNMP packets from the 

Longitude statistics server.  

 

Port  SNMP Port  

TimeoutSeconds  Number of seconds to wait for a response   

Retries   Number of times to retry after a timeout  

 
  

  
Troubleshooting information for the DHCP application is available in the 
online help (from the Web UI select Longitude Help from the Help menu, 
expand Applications and Configuration in the help tree, and select 
Monitoring DHCP).  

  
  

SnmpTrap  

  

Configuration  
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When you add the SnmpTrap application, you need to specify the following 

properties:  

  

Community  Community name  

Enterprise OID  A comma-separated list of Enterprise object identifiers, e.g. 

.1.3.6.1.4.1.1339.2  

Generic  A comma-separated list of Generic trap names. Available 

names are coldStart, warmStart, linkDown, linkUp, 

authenticationFailure, egpNeighborLoss,EnterpriseSpecific  

Specific  A comma-separated list of Specific trap numbers  

IP Address  A comma-separated list of IP addresses  

SnmpTrap OID  A comma-separated list of SNMP trap object identifiers (only 

for SnmpV2, SnmpV3)  

User  A comma-separated list of SNMP trap object identifiers (only 

for SnmpV2, SnmpV3)  

Authentication 

Protocol  

Authentication protocol (only for SnmpV3)  

Authentication 

Password  

Authentication password (only for SnmpV3)  

Privacy Protocol  Privacy protocol, Default value is 0 (DES algorithm) (only for 

SnmpV3)  

Privacy 

Password  

Privacy password (only for SnmpV3)  

Engine ID  Engine ID of the authoritative SNMP ebtity]e (only for 

SnmpV3) e.g. 0x8001F8880947CBE28E39AD147  

 
  
Information for multiple users may be entered for the authentication of V3 
SNMP traps.  

  

Syslog  

  

Configuration  

  

When you add the SnmpTrap application, you need to specify the following 

properties:  

  

IP Address  A comma-separated list of IP addresses  

Facility  The facilities from which you want to collect  
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Severity  The severities you want to collect.  

 
  
  

  

 IBMDirector  

  

The Longitude IBM Director application proactively monitors key IBM Director 

performance metrics to ensure that your environment is running optimally, and 

alerts you when there is a problem.   

  

Note: Longitude does not include reports specific to IBM Director, as many of the 

statistics collected do not translate well to reporting (e.g. state statistics, status 

statistics, etc.).   

  

Requirements  

The collections rely on SNMP. SNMP must be installed and running on the 

monitored computers.  
  

Configuration  

  

When you add the Longitude IBMDirector application, you need to specify the 

following properties:  

Computer  Name of the computer running IBM Director. You can use a 

comma-separated list to specify multiple computers at once where 

the other properties are the same.  

Community  

  

Configure Longitude to use a community name that has at least 

READ access on the monitored computer. The monitored computer 

must also be configured to accept SNMP packets from the 

Longitude statistics server.   

  

Note: The community name is case-sensitive.  

Port  SNMP Port (default value is 161).  

Retries  Number of times to retry after a timeout  

Timeout  Number of seconds to wait for a response before timing out.  

 
  
Note: There are no threshold related rule properties for the IBMDirector 

application, as the rules alert based on the existence of specific states or problems.   

Insight Manager  
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Supported Versions   
  

HP Insight Management Agents V 7.2 and above  

  

The Service and Resources collections are only supported for Windows.  

Requirements  

• SNMP must be running on the Insight Manager computer.   

• For the Service and Resources collections on Windows, the Windows 

Management Instrumentation service must be installed and running on the 

Insight Manager computer. By default, this will be the case for Windows 

2000/2003/2008 Server.   

 

Windows Firewall and WMI Access  

For the Service and Resources collection on Windows, WMI (Windows 

Management Instrumentation) access must be permitted by Windows Firewall, if 

the firewall is enabled. After installing Service Pack 2 on Windows XP, Windows 

Firewall is enabled by default. This firewall restricts remote access to the 

machine, so many Longitude collections will fail. You can configure the firewall 

to allow WMI access by executing the command "netsh firewall set service 

RemoteAdmin" in a command window on the monitored Windows computer.  
  

Configuration  

  

When you add the InsightManager application, you need to specify the following 

properties:  

  

Computer  Name of the computer running Insight Manager. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.   

Community  

  

Community name  

• Configure Longitude to use a community name that has at 

least READ access.   

Note: The community name is case-sensitive.   

• Also, make sure that the Insight Manager 

computer will accept SNMP packets from the 

Longitude statistics server.  

  

 

Port  SNMP Port  

TimeoutSeconds  Number of seconds to wait for a response   

Retries   Number of times to retry after a timeout  
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Note: Longitude does not include reports specific to Insight Manager, as many of 

the statistics collected do not translate well to reporting (e.g. state statistics, status 

statistics, etc.).  

  

Additional configuration and troubleshooting information for the InsightManager 

application is available in the online help (from the Web UI select Longitude Help 

from the Help menu, expand Applications and Configuration in the help tree, and 

select Monitoring InsightManager).  

Open Manage  

  
Supported Versions   
  

Open Manage 4.5 and 5.0  

  

Requirements  

  

Application Requirements  

  

• The collections rely on SNMP. SNMP must be installed and running on the 

monitored computers.  

• Storage Manager must be installed on the OpenManage server for data to be 

collected.  

  

 

Configuration  

  

When you add the OpenManage application, you need to specify the following 

properties:  

  

Computer  Name of the computer running Open Manage. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Community  Configure Longitude to use a community name that has at least 

READ access on the monitored computer. The monitored 

computer must also be configured to accept SNMP packets 

from the Longitude statistics server.   

  

Note: The community name is case-sensitive.  

Port  SNMP Port  

TimeoutSeconds  Number of seconds to wait for a response   

Retries  Number of times to retry after a timeout  
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Note: There are no threshold related rule properties for the OpenManage 

application, as the rules alert based on the existence of specific states or problems.  

  

Note: Longitude does not include reports specific to Open Manage, as many of 

the statistics collected do not translate well to reporting (e.g. state statistics, status 

statistics, etc.).  

  

VMware  

Requirements  

  

The collections rely on SNMP. SNMP must be installed and running on the 

monitored computers.  

Configuration  

  

When you add the Longitude VMware application, you need to specify the 

following properties:  

Computer  Name of the computer running VMware. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Community  Configure Longitude to use a community name that has at least 

READ access on the monitored computer. The monitored 

computer must also be configured to accept SNMP packets 

from the Longitude statistics server.   

  

Note: The community name is case-sensitive.  

Port  SNMP Port (default value is 161).  

TimeoutSeconds  Number of seconds to wait for a response before timing out.  

Retries  Number of times to retry after a timeout.  

 
  

The VMware application uses an Operating Systems license unit.  

Transaction  

  

The Longitude Transaction application performs user-defined operations on 

infrastructure software to determine the heath and responsiveness of the 

infrastructure software of interest. By default a Longitude event is generated in 

response to transaction failures and these events can be used to trigger actions or 

correlated events. Transaction results can also be displayed in Longitude Service 

Level Agreements.  
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Transaction Protocols  

  

DNS FileConten

t 

FileExistenc

e 

FTP HTTPConne

ct 

HTTPUrl 

NNTP Ping PingCritical Port Service SMTP 

SQLConne

ct 

SQLQuery SSH Telnet UnixConnect UnixProces

s 

UnixScript WinProces

s 

WinScript WinShar

e 

WMIConnec

t 

  

 
  
  

When you monitor a transaction, Longitude may also monitor a more basic 
transaction automatically. This will prevent you from being alerted about 
the more advanced transaction when there is a more basic underlying 
problem, which you will be alerted to instead. For example, when you add 
the Service transaction a WMIConnect transaction will also be added so 
that you will not be alerted that the service is down when the problem is 
that a WMI connection cannot be made to determine the state of the 
service. Each of these collections will use a Transaction license unit.  
  
If you monitor multiple transactions for the same server, all of the 
transaction collections will appear under the same triangular application 
icon on the Manage Monitoring screen and the failure of any collection will 
affect the color of the application icon. In this case, you can identify the 
problem collections by clicking on the application icon and looking at the 
icon next to the individual collections.  
  
Transaction SLA's  
  

After a transaction is executed, the result (success or failure) and the result value 

are archived in the Longitude repository for SLA compliance testing. You can 

define SLA's for your transactions in the Manage SLAs function. When defining 

SLA's the success or failure of the transaction is an implicit service condition of 

the SLA, with the failure of the transaction being evaluated as unacceptable. The 

exception to this is if you define unacceptable and degraded response time 

conditions within the SLA, the response time will be used to evaluate the SLA, 

rather than the state of the transaction. If the success or failure of the transaction 

could not be determined by Longitude, the state of the SLA will be down, rather 

than unacceptable.  

  

Transaction Failure Notification  
  

By default Longitude will generate an event if a transaction fails. To stop 

Longitude from generating events for all failed transactions, use the Manage 

Tasks function to disable the Trn_EventGenerator task under the Transaction 
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application. If you disable the Transaction task it will prevent the Transaction 

application from generating failure events, but it will still archive the results of the 

Transaction collections for use with SLA's.  

  

You can also disable the event for a particular transaction instance on a particular 

computer by clicking the disable link in the Event Shutoff section of the event 

details in the Event Monitor.  

  

  

DNS  

The DNS transaction enables you to test whether a DNS server can resolve the IP 

address of a fully qualified host name. In order to monitor DNS with the 

Transaction application, you need to specify the following properties:  

Transaction   DNS  

Computer  

Name of the DNS server that will resolve the address. You can 

use a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign 

the instance name DNS hostname.  

HostToLookup  The fully-qualified name hostname to look up.  

 
  

FileContent  

The FileContent transaction enables you to check a file for undesired content, 

such as an error message recorded in a log file. In order to monitor the 

FileContent transaction, you need to specify the following properties:  

Transaction   FileContent  

Computer  

Name of the computer where the file resides. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.   

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. You should specify 

a unique instance for any file content transaction where the 

computer in the Computer field is the same.  

ShareName 

The name of the share where the file resides. For a Windows 

Statistics Server enter UNC share format without the 

computer specification (so if you map to a share as 

\\computer\sharename, just enter sharename) and include any 

necessary subdirectories of the share. A Windows Statistics 

Server can only monitor a file on Unix/Linux if a cross-

platform share utility (such as Samba) is configured so that 

the Windows computer is able to map to a share with the file.   
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For a Linux Statistics Server, you must mount an NFS share 

and specify the path to the file on the shared filesystem. For 

example if the file that you want to monitor resides on a 

shared directory export on computer host, and you mount the 

share from the Linux Statistics Server as host/import (mount -

F -t nfs host:/export /host/import), you would specify 

/host/import in the ShareName field. If you will be 

monitoring files on multiple computers where the other 

properties are the same, the convention of mounting the share 

prefaced by the hostname, as above, will allow you to use the 

{MANAGEDDEVICE} variable to insert the appropriate 

host into the share name (e.g. 

/{MANAGEDDEVICE}/import). 

FileName  

Regular expression for file name (case-sensitive). If the file 

name never changes, use the exact name of the file, such as 

errorlog.txt. If the name has a date in it (for example, 

errorlog20070131.txt) use an expression such as 

errorlog\d{8}.txt.  

UndesiredContent  

Regular expression for undesired content (case-sensitive). For 

example, .*error.* would match a line that has the word error 

anywhere within it. Longitude will generate an event when 

the string is found.  

 
  

Regular Expressions  

  

Heroix Longitude uses regular expressions to match text strings. Regular 

expressions allow you to use metacharacters in order to specify a text string that 

will match a variety of other text strings. Regular expressions in Heroix 

Longitude are case-sensitive. Some examples of metacharacters and their uses are 

listed in the table below. Information about formulating more advanced regular 

expressions is freely available on the internet.  

  

Metacharacter  Translation  

.*  Use the special characters .* as a wildcard to match any number 

of characters. For example, the expression ap.*s would match 

apples, applications, or aps, but not apple or apprehension, or 

the expression .*Under Construction.* would match a string 

that includes the text Under Construction anywhere within it. 

Use the special character . by itself to match anything other than 

a new line character.  
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[] Use the special characters [] to enclose a range of characters 

that are an acceptable match for a single character. For example, 

[abc] or [a-c], which represents a range, will match any of the 

characters a, b, or c. So [abc]at would match cat, but not rat. 

Note that most metacharacters are seen as literal characters 

within the special characters []. An exception to this is ^ - when 

used as the first character after the opening bracket, it means 

except. For example, [^abc] means match any character other 

than a, b, or c. Another metacharacter that is still seen as a 

special character within brackets is the backslash character 

(described below) 

\  Use the special character \ to escape other special characters so 

that they are interpreted as literal characters. For example, if 

you want to match a string that includes a period, you can 

precede the period with a backslash so that a period, rather than 

anything other than a new line character, will be required for a 

match. You could enter .*period\..* to match a string that 

includes period. anywhere within it, while not matching 

periodX.  

There are also a number of switches that you can add to the 

backslash, which represent different sets of characters.  

\d    

 \D   Matches anything but a number.  

 \s   Matches any whitespace character.  

 \S   Matches anything but whitespace.  

 \w   Matches any number or letter.  

 
\W  

 Matches anything but numbers or letters (e.g. any 

punctuation, etc).  

  
  

 
  

FileExistence  

The FileExistence transaction enables you to monitor for the existence of a file. 

The transaction can be configured so that the absence of the file will generate an 

event or so that the existence of the file will generate an event. The transaction 
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can also be configured to consider only files that have been modified during the 

current day, or to consider files regardless of the modification date. In order to 

monitor the FileExistence transaction, you need to specify the following 

properties:  

Transaction   FileExistence  

Computer 

Name of the computer where the file potentially resides. You 

can use a comma-separated list to specify multiple computers at 

once where the other properties are the same. 

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. You should specify a 

unique instance for any FileExistence transaction where the 

computer in the Computer field is the same.  
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ShareName  

The name of the share where the file resides. For a Windows 

Statistics Server enter UNC share format without the computer 

specification (so if you map to a share as 

\\computer\sharename, just enter sharename) and include any 

necessary subdirectories of the share. A Windows Statistics 

Server can only monitor a file on Unix/Linux using the File 

Existence transaction if a cross-platform share utility (such as 

Samba) is configured so that the Windows computer is able to 

map to a share with the file, however a Windows Statistics 

Server can monitor whether or not a file exists on a Unix/Linux 

server without a cross-platform share utility using the 

UnixScript transaction by executing an ls command and 

evaluating the output.   

  

For a Linux Statistics Server to monitor the FileExistence 

transaction you must mount an NFS share* and specify the path 

to the file on the shared filesystem. For example if the file that 

you want to monitor resides on a shared directory export on 

computer host, and you mount the share from the Linux 

Statistics Server as host/import (mount -F -t nfs host:/export 

/host/import), you would specify /host/import in the 

ShareName field. If you will be monitoring files on multiple 

computers where the other properties are the same, the 

convention of mounting the share prefaced by the hostname, as 

above, will allow you to use the {MANAGEDDEVICE} 

variable to insert the appropriate host into the share name (e.g. 

/{MANAGEDDEVICE}/import).  

  

*If you would rather not mount the target filesystem as a share 

you can monitor whether or not a file exists on a Unix/Linux 

server using the UnixScript transaction by executing an ls 

command and evaluating the output.  

FileName  

Regular expression for file name (case-sensitive). If the file 

name never changes, use the exact name of the file, such as 

errorlog.txt. If the name has a date in it (for example, 

errorlog20070131.txt) use an expression such as 

errorlog\d{8}.txt.  

FileShouldExist 
Select yes if the absence of the file should generate an event, or 

select no if the existence of the file should generate an event. 

TodaysDate  

Select yes if the file must have been modified today to be 

considered, or select no if the file should be considered 

regardless of the modification date.  
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FTP  

The FTP transaction enables you to test whether a user can connect to an FTP 

server. In order to monitor the FTP transaction, you need to specify the following 

properties:  

Transaction   FTP  

Computer  

Name of the FTP server to which Longitude should connect. You 

can use a comma-separated list to specify multiple computers at 

once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name FTP port.  

Username  
Login username that Longitude can use to connect to the FTP 

server.  

Password  
Login password for the user that Longitude can use to connect to 

the FTP server.  

Port  Port of the Ftp server (by default port 21).  

 
  

HTTPConnect  

The HTTPConnect transaction enables you to test whether Longitude can connect 

to an HTTP site. In order to monitor the HTTP transaction, you need to specify 

the following properties:  

Transaction   HTTPConnect  

Computer  

Name of the HTTP server that you want to test. You can enter 

multiple servers in a comma separated list, as long as the other 

properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name HTTP Port.  

Port  
Port of the HTTP server. Longitude will use port 80 unless you 

specify a different port here.  

Protocol   Select a protocol (HTTP or HTTPS).  

 
  

HTTPUrl  

The HTTPUrl transaction enables you to test whether the text on a web page 

matches the expected content. In order to monitor the HTTPUrl transaction, you 

need to specify the following properties:  
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Transaction   HTTPUrl  

Computer  

Name of the HTTP server hosting the web page that 

you want to test. You should enter only one HTTP 

server at a time, as the name of the server will be 

included in the path portion of the URL.  

Instance  
Name for identifying the instance of the Transaction 

application within the Longitude product.  

URL  
The complete URL (Longitude will generate this based 

on the values entered in the Computer and Path fields).  

Path  

Path portion of url (e.g. directory or filename that you 

want Longitude to append to the URL after 

HTTP://Computer/). If you have a default document 

enabled for the default website, you can monitor it by 

entering a single forward slash in the Path field.  

Port  
Port of the HTTP server. Longitude will use port 80 

unless you specify a different port here.  

Protocol   Select a protocol (HTTP or HTTPS).  

ExpectedContentPattern  

Enter a regular expression that matches the expected 

content for the web page (e.g. enter 

.*MyExpectedText.* to match a string with 

MyExpectedText somewhere in it). The 

ExpectedContentPattern is case-sensitive, so enter the 

string in the same case that you expect it to appear on 

the web page. You can leave this blank if you are 

evaluating only the availability, rather than the content, 

of the page.  

 
  

When you add the HTTPUrl transaction an HTTPConnect transaction will 
automatically be added. This will prevent you from being alerted that the 
content of the page does not match your requirements when the actual 
problem is that Longitude could not connect to the HTTP server to collect 
the content of the page. If the HTTPUrl transaction fails to collect the 
content of the page, but the HTTPConnect transaction also fails, you will 
be notified that Longitude could not connect to the HTTP server, rather 
than that the content of the page did not match the expected content.  

  

NNTP  

The NNTP transaction enables you to test whether an NNTP server is accessible 

and able to reply with a list of newsgroups. In order to monitor the NNTP 

transaction, you need to specify the following properties:  
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Transaction   NNTP  

Computer 

Name of the NNTP server. You can use a comma-separated list to 

specify multiple computers at once where the other properties are 

the same. 

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name NNTP port.  

Port  Port of the Nntp server (by default 119).   

 
When you add the NNTP transaction a Port transaction will automatically 
be added. This will prevent you from being alerted that the NNTP server is 
not replying with a list of newsgroups, when a connection cannot be made 
to the NNTP port (e.g. if the computer is down or the NNTP server is 
stopped). If the NNTP transaction fails to retrieve a list of newsgroups 
from the server, but the Port transaction determines that it cannot connect 
to the NNTP port, you will be notified that Longitude could not connect to 
the NNTP port on the server, rather than that the NNTP server is failing to 
reply with a list of newsgroups.   
In the event that a connection cannot be made to the NNTP port, the 
NNTP collection will turn red on the application monitoring details page 
because it will not be able to determine whether or not the NNTP server is 
able to respond with a list of newsgroups. The Port collection will remain 
green because it is able to determine that a connection cannot be made to 
the port. The worst collection state of any transaction collection on a 
server will determine the color of the triangular application icon for the 
Transaction application on the Manage Monitoring screen.  

  

Ping   

The Ping transaction enables you to test for a response to echo requests. If there is 

a firewall between the statistics server and the target, incoming echo requests 

must not be blocked. In order to monitor the Ping transaction, you need to specify 

the following properties:  

Transaction   Ping  

Computer  
Name of the machine you want to ping. You can use a comma-

separated list to specify multiple computers at once.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name PING.  

 
  
By default 3 ping attempts will be made before Longitude reports that the 
Ping transaction was unsuccessful. You can configure the number of ping 
attempts using the PingTries property of the Statistics Server component 
using the Manage Longitude Properties function.  
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PingCritical   

The PingCritical transaction enables you to test for a response to echo requests at 

a more frequent interval than the default Ping transaction. The PingCritical 

transaction is tested on a one minute interval, while the Ping transaction is tested 

on a 5 minute interval. The PingCritical transaction is recommended for 

monitoring critical servers, so that you are notified more quickly when they 

become unreachable. For less critical servers the Ping transaction is recommended 

because it will reduce the amount of unnecessary data that is collected and reduce 

the workload on the Longitude components. If there is a firewall between the 

statistics server and the target, incoming echo requests must not be blocked.  In 

order to monitor the PingCritical transaction, you need to specify the following 

properties:  

Transaction   PingCritical  

Computer  
Name of the machine you want to ping. You can use a comma-

separated list to specify multiple computers at once.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name PING.  

 
  
By default 3 ping attempts will be made before Longitude reports that the 
Ping transaction was unsuccessful. You can configure the number of ping 
attempts using the PingTries property of the Statistics Server component 
using the Manage Longitude Properties function.  
  

  

Port   

The Port transaction enables you to test whether a connection can be made to a 

port. In order to monitor the Port transaction, you need to specify the following 

properties:  

Transaction   Port  

Computer 

Name of the machine with the port you want to test. You can 

use a comma-separated list to specify multiple computers at 

once where the other properties are the same. 

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. By default Longitude 

will assign the instance name Port port.  
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Port  

Specify the port to monitor. You cannot enter more than one 

port at a time. In order to monitor additional ports go to the 

Application Monitoring Details screen, by clicking on the 

triangular application icon representing the Transaction 

application on the main Manage Monitoring screen, and add an 

additional instance of the Transaction application.  

MeasuredObject  

Optionally specify a Measured Object for use in Actions and 

Correlated Events. The MeasuredObject field allows up to 255 

characters so it can be useful in more clearly identifying what 

the transaction is monitoring. If you define a MeasuredObject, 

you will be able to insert it into the OS command of an action 

rule or correlated event using the Insert Variable feature.  

 

  

Service   

The Service transaction enables you to test whether a particular service is running. 

The Service transaction enables you to define a Service Level Agreement for a 

service. The Service transaction is also useful for generating alerts when a 

specific service on a specific computer is not running. The Windows application 

includes a task to alert you when any service is not running that has a start mode 

of 'Auto', 'Boot' or 'System.' In order to monitor the Service transaction, you need 

to specify the following properties:  

Transaction   Service  

Computer  

Name of the machine with the service you want to test. You 

can use a comma-separated list to specify multiple computers 

at once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. By default Longitude 

will assign the instance name Service Service Name.  

ColumnName  

How to identify the Service - select either DisplayName or 

Name. Select DisplayName if you plan to enter the Service 

Display Name in the Name field. The Service Display Name is 

how the service appears in the Services MMC snap-in. Select 

Name if you plan to use the Service Name in the Name field. 

The Service Name is an internal identifier, which is often a 

shortened version of the display name.  
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Name  

Specify the service to monitor. You should use either the 

Service Display Name or Service Name format when entering 

the name, depending on what you selected for ColumnName. If 

you right-click on a service in the Services MMC snap-in and 

select Properties from the context menu, the Service Name and 

Display Name will appear at the top of the General tab. 

Wildcards are not supported in this field. The name is not case-

sensitive.  

You cannot enter more than one service at a time. In order to 

monitor additional services go to the Application Monitoring 

Details screen, by clicking on the triangular application icon 

representing the Transaction application on the main Manage 

Monitoring screen, and add an additional instance of the 

Transaction application.  

MeasuredObject  

Optionally specify a Measured Object for use in Actions and 

Correlated Events. The MeasuredObject field allows up to 255 

characters so it can be useful in more clearly identifying what 

the transaction is monitoring. If you define a MeasuredObject, 

you will be able to insert it into the OS command of an action 

rule or correlated event using the Insert Variable feature.  

 

  

Note that you must use a Windows agent to collect Service statistics and the 

account assigned to the Heroix Longitude Statistics Server Service on the agent 

must have administrative privileges on the server with the service that you want to 

monitor.  

  

When you add a Service transaction a WMIConnect transaction will automatically 

be added. This will prevent you from being alerted that the service is not running, 

when Longitude is unable to connect to the computer with WMI in order to 

determine the state of the service. If the Service transaction fails determine that 

the service is running, but the WMIConnect transaction also fails to connect to 

WMI, you will be notified that Longitude could not connect to the computer with 

WMI successfully, rather than that the service is down.  

SMTP   

The SMTP transaction enables you to test whether a connection can be made to an 

SMTP server. In order to monitor the SMTP transaction, you need to specify the 

following properties:  

Transaction   SMTP  

Computer  

Name of the SMTP server. You can use a comma-separated list to 

specify multiple computers at once where the other properties are 

the same.  
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Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name SMTP port.  

Port  Specify the port that the SMTP server is using (by default 25)  

 
  

SQLConnect   

The SQLConnect transaction enables you to test whether a connection can be 

made to a SQL server.  

  

Requirements  
  

Longitude includes the third party JDBC drivers for MySQL, Oracle, and SQL 

Server (the included driver supports SQL Server 2000 and above). If you will be 

monitoring SQL transactions for other vendors, you must obtain a JDBC driver 

from that vendor, copy it to the Longitude\lib\ext directory on the Longitude 

Statistics Server, which will be performing the collection, and restart the Statistics 

Server using the Start-up/Shutdown function (Home » Administration » 

Component Management » Start-up/Shutdown) in the Longitude Web UI.   

  

Implementing the JDBC Driver for DB2  

  

If you select the DB2 vendor in order to test a query to a DB2 server, you must:  

  

1. Install DB2 Run-Time Client Lite on the Statistics Server (at the time of 

this writing it was available for download from IBM at 

https://www14.software.ibm.com/webapp/iwm/web/preLogin.do?pkgid=

&S_SRCID=rtcl&source=rtcl&S_TACT=104CBW71&S_CMP=&S_PK

G=dl&s=c&ltype=input&l=All+Lang+per+ESD%2FPA+Media&mtype=i

nput&m=download&id=2004-09-

20+13%3A44%3A48.813589R&fam=&cat=database).   

2. Run the DB2 Command Line Processor from the Statistics Server.   

3. Execute this command: catalog tcpip node ServerFriendlyName remote 

DB2ServerName server DatabaseListenPort   

4. Execute this command: catalog database DatabaseName as 

DatabaseNameAlias at node ServerFriendlyName   

5. The legacy/CLI JDBC driver is provided in the file db2java.zip which is in 

the default DB2 installation directory, "c:\Program 

Files\IBM\SQLLIB\java". Copy db2java.zip to the Longitude\lib\ext 

directory on the Longitude Statistics Server, which will be performing the 

collection, and restart the Statistics Server using the Home » 

Administration » Component Management » Start-up/Shutdown function 

in the Longitude Web UI.  
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Configuration  
In order to monitor the SQLConnect transaction, you need to specify the 

following properties:  

  

Transaction   SQLConnect  

Computer  

Name of the SQL server. You should enter only one server at 

a time, as the name of the server will be included in the 

DatabaseURL, for some vendors.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. Enter a name of 

your choosing.  

Vendor  

Choose a database vendor (e.g. Oracle, Sybase, etc). This 

will allow Longitude to automatically populate other fields 

with appropriate values for the vendor.  

DatabaseDriver  

Database driver that Longitude should use to connect. This 

field will be filled in automatically according to the vendor 

selected. If you specify Generic for the vendor, you will need 

to enter the database driver manually.  

DatabaseURL  

Database URL that Longitude should use when executing the 

query. Longitude will attempt to complete this URL 

automatically based on the information you enter in the other 

fields.  

Database Instance  Database instance to which Longitude should connect.  

Port  
Specify the port that the SQL server is using (Longitude will 

fill in the default port for the vendor that you select).  

DatabaseUser  

Name of a user with privileges to connect.  

Note: For SQL Server, integrated authentication, using the 

account assigned to the Longitude Statistics Server service, 

is the default. To use SQL Server authentication, change 

integratedSecurity=true; in the DatabaseURL to 

integratedSecurity=false;.  

DatabasePassword Password of the user specified.  

 

  

SQLQuery   

The SQLQuery transaction enables you to test whether a SQL query completes 

successfully.  

  
Requirements  
  

Longitude includes the third party JDBC drivers for MySQL, Oracle, and SQL 

Server (the included driver supports SQL Server 2000 and above). If you will be 

monitoring SQL transactions for other vendors, you must obtain a JDBC driver 
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from that vendor, copy it to the Longitude\lib\ext directory on the Longitude 

Statistics Server, which will be performing the collection, and restart the Statistics 

Server using the Start-up/Shutdown function (Home » Administration » 

Component Management » Start-up/Shutdown) in the Longitude Web UI.   

  

Implementing the JDBC Driver for DB2  

  

If you select the DB2 vendor in order to test a query to a DB2 server, you must:  

  

6. Install DB2 Run-Time Client Lite on the Statistics Server (at the time of 

this writing it was available for download from IBM at 

https://www14.software.ibm.com/webapp/iwm/web/preLogin.do?pkgid=

&S_SRCID=rtcl&source=rtcl&S_TACT=104CBW71&S_CMP=&S_PK

G=dl&s=c&ltype=input&l=All+Lang+per+ESD%2FPA+Media&mtype=i

nput&m=download&id=2004-09-

20+13%3A44%3A48.813589R&fam=&cat=database).   

7. Run the DB2 Command Line Processor from the Statistics Server.   

8. Execute this command: catalog tcpip node ServerFriendlyName remote 

DB2ServerName server DatabaseListenPort   

9. Execute this command: catalog database DatabaseName as 

DatabaseNameAlias at node ServerFriendlyName   

10. The legacy/CLI JDBC driver is provided in the file db2java.zip which is in 

the default DB2 installation directory, "c:\Program 

Files\IBM\SQLLIB\java". Copy db2java.zip to the Longitude\lib\ext 

directory on the Longitude Statistics Server, which will be performing the 

collection, and restart the Statistics Server using the Home » 

Administration » Component Management » Start-up/Shutdown function 

in the Longitude Web UI.  

  

 

Configuration  
  

In order to monitor the SQLQuery transaction, you need to specify the following 

properties:  

Transaction   SQLQuery  

Computer  

Name of the SQL server. You should enter only one server at 

a time, as the name of the server will be included in the 

DatabaseURL, for some vendors.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. Enter a name of 

your choosing.  

Vendor  

Choose a database vendor (e.g. Oracle, Sybase, etc). This 

will allow Longitude to automatically populate other fields 

with appropriate values for the vendor.  
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DatabaseDriver  

Database driver that Longitude should use to execute the 

query. This field will be filled in automatically according to 

the vendor selected. If you specify Generic for the vendor, 

you will need to enter the database driver manually.  

DatabaseURL  

Database URL that Longitude should use when executing the 

query. Longitude will attempt to complete this URL 

automatically based on the information you enter in the other 

fields.  

Database Instance  Database instance against which the query should be run.  

Port  
Specify the port that the SQL server is using (Longitude will 

fill in the default port for the vendor that you select).  

DatabaseUser  

Name of a user with privileges to execute the query.   

Note: For SQL Server, integrated authentication, using the 

account assigned to the Longitude Statistics Server service, 

is the default. To use SQL Server authentication, change 

integratedSecurity=true; in the DatabaseURL to 

integratedSecurity=false;.  

DatabasePassword Password of the user specified.  

Query  

The query that you want to run. If you will be evaluating the 

data that is returned by the query, write the query such that 

the first column has data you are concerned with because 

only the first column of the result set will be stored by 

Longitude.  

A query that returns no rows is considered a failure, as is any 

query where the first column of the first row of the result set 

is null, blank, 0, “0”, false, or “false”.  

MeasuredObject  

Optionally specify a Measured Object for use in Actions and 

Correlated Events. The MeasuredObject field allows up to 

255 characters so it can be useful in more clearly identifying 

what the transaction is monitoring. If you define a 

MeasuredObject, you will be able to insert it into the OS 

command of an action rule or correlated event using the 

Insert Variable feature.  

 
When you add the SQLQuery transaction, a SQLConnect transaction will 
be added automatically. If the SQLQuery transaction is unsuccessful, but 
the SQLConnect transaction also fails, you will be alerted that Longitude 
could not connect to the SQL server, rather than that the query did not 
produce the expected results.  

SSH   

The SSH transaction enables you to test whether an SSH connection can be made 

to a server. In order to monitor the SSH transaction, you need to specify the 

following properties:  
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Transaction   Ssh  

Computer  

Name of the server to which Longitude will connect using SSH. 

You can use a comma-separated list to specify multiple computers 

at once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name SSH port user.  

Username  Login username  

Password  Login password  

Port  Specify the port that the SSH server is using (by default 22)  

 
  

Telnet   

The Telnet transaction enables you to test whether an Telnet connection can be 

made to a server. In order to monitor the Telnet transaction, you need to specify 

the following properties:  

Transaction   Telnet  

Computer  

Name of the server to which Longitude will connect using Telnet. 

You can use a comma-separated list to specify multiple computers 

at once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name Telnet port.  

Platform   

Type of OS Platform for the server to which the Telnet connection 

will be made. Select either Windows, or Unix (for Unix or Linux).  

Note that the Telnet transaction is not supported for VMS.  

Username  
Login username that Longitude should use to establish a Telnet 

connection.  

Password  Login password for the specified user.  

Port  Specify the port that the Telnet server is using (by default 23)  

 
    

UnixConnect  

The UnixConnect transaction enables you to test whether a connection can be 

made to a Unix/Linux server using either SSH or Rexec. It also allows the 

connection to be made using public-key authentication, if desired. In order to add 

the UnixConnect transaction, you need to specify the following properties:  

Transaction   UnixConnect  
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Computer  

Name of the server to which Longitude will connect. You can 

use a comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign 

the instance name Unix port.  

Username  Login username  

Password  Login password  

SshPort  
Specify the port that the SSH server is using (by default 22). 

Rexec is attempted if ssh fails.  

SshPrivateKey  

When public-key authentication is required this private key is 

matched against a public key on the server. Additional 

configuration is required for using public-key authentication.  

 
  

UnixProcess   

The UnixProcess transaction enables you to test whether a particular process 

exists on a Unix or Linux computer. The UnixProcess transaction enables you to 

define a Service Level Agreement for a process. The UnixProcess transaction is 

also useful for generating alerts when a specific process on a specific computer 

does not exist. In order to monitor a process with the Transaction application, you 

need to specify the following properties:  

Transaction   UnixProcess  

Computer  

Name of the machine with the process you want to test. You 

can use a comma-separated list to specify multiple computers 

at once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. By default Longitude 

will assign the instance name Proc Process Name.  
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Name  

Specify the process to monitor. Enter the name that will return 

the desired process when inserted into the following command 

(or equivalent) in place of Name:  

  

ps -eo pid,args | grep 'Name'  

  

The name is case-sensitive. Wildcards are not supported in this 

field, although any grep metacharacters (e.g. square brackets, ^, 

$, etc.) included in the Name will affect the collection using the 

ps command. The grep process is filtered from the results, so 

grep itself cannot be monitored.  

  

You cannot enter more than one name at a time. In order to 

monitor additional processes go to the Application Monitoring 

Details screen, by clicking on the triangular application icon 

representing the Transaction application on the main Manage 

Monitoring screen, and add an additional instance of the 

Transaction application.  

Username  
Enter a user that Longitude should use when collecting process 

information.  

Password  Enter the password for the user entered in the Username field.  

SshPort  
Specify the port that the SSH server is using (by default 22). 

Rexec is attempted if ssh fails.  

SshPrivateKey 

When public-key authentication is required this private key is 

matched against a public key on the server. Additional 

configuration is required for using public-key authentication. 

MeasuredObject  

Optionally specify a Measured Object for use in Actions and 

Correlated Events. The MeasuredObject field allows up to 255 

characters so it can be useful in more clearly identifying what 

the transaction is monitoring. If you define a MeasuredObject, 

you will be able to insert it into the OS command of an action 

rule or correlated event using the Insert Variable feature.  

 
  
When you add the UnixProcess transaction, a UnixConnect transaction 
will be added automatically. If the UnixProcess transaction is 
unsuccessful, but the UnixConnect transaction is also unsuccessful; you 
will be alerted that Longitude could not connect to the Unix/Linux server, 
rather than that the process does not exist.  
  

UnixScript  

The UnixScript transaction enables you to monitor the output of a script. In order 
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to monitor the UnixScript transaction, you need to specify the following 

properties:  

Transaction   UnixScript  

Computer  
The name of the computer that will be included as the 

source of generated events.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. You should 

specify a unique instance for any UnixScript transaction 

where the computer in the Computer field is the same.  

Username  Login username  

Password  Login password  

SshPort  
Specify the port that the SSH server is using (by default 

22). Rexec is attempted if ssh fails.  

SshPrivateKey  

When public-key authentication is required this private 

key is matched against a public key on the server. 

Additional configuration is required for using public-key 

authentication.  

Command  

Command or script to execute. The script will be executed 

against the computer specified in the computer field. 

Either a Linux or Windows Statistics Server can be used 

as the agent for the transaction.  

ComparisonOperator 

Select a comparison operator such that the expression 

<Command output> <ComparisonOperator> 

<ComparisonValue> is true when the output of the 

command represents a healthy state. For example if any 

output less than 2 should trigger an event, select >= for 

ComparisonOperator and enter 2 for ComparisonValue. 

ComparisonValue  

Enter a number or string against which the command 

output should be compared.   

  

If you selected 'like', 'not like' or 'likein' as an operator in 

the previous field, use a regular expression when entering 

this value. The special characters .* will match any 

number of any characters. For Example, the expression 

'ap.*s' would match 'apples', 'applications', or 'aps', but not 

'apple' or 'apprehension'.   

  

Operators 'in' and 'not in' compare text exactly without the 

use of regular expressions.   

  

For all other operators enter a numeric value and note that 

the command output must be numeric.  
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Comparison Operators  

>  Greater than  

>=  Greater than or equal to  

<  Less than  

<=  Less than or equal to  

=  Equal to  

!=  Not equal to  

between 

[a,b]  

Between a and b, including a and b. For example, if you specified a 

value of 1,4 with this operator it would match 1,2,3, or 4.  

between 

(a,b]  

Between a and b, including b, but not including a. For example, if you 

specified a value of 1,4 with this operator it would match 2,3, or 4.  

between 

[a,b)  

Between a and b, including a, but not including b. For example, if you 

specified a value of 1,4 with this operator it would match 1,2,or 3.  

between 

(a,b)  

Between a and b, not including a or b. For example, if you specified a 

value of 1,4 with this operator it would match 2,or 3.  

like  The operator "like" uses regular expressions. The special characters .* 

will match any number of characters. For example, the expression 

"ap.*s" would match "apples", "applications", or "aps", but not 

"apple" or "apprehension".  

likein Like a value in a list, where the list is specified in the format A,B,C - 

matching a value of A, B, or C. The special characters .* will match 

any number of characters. 

not like  The operator "not like" uses regular expressions. The special 

characters .* will match any number of characters. For example, the 

expression "ap.*s" would mean the resulting values would not be 

"apples", "applications", or "aps", but would be "apple" or 

"apprehension".  
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in  Enter a comma separated list of values where the list is specified in the 

format A,B,C - matching a value of A, B, or C. The comparisons are 

case-sensitive. Extra whitespace is not removed before making the 

comparison, so do not add a space after the commas in the list.  

not in  Enter a comma separated list of values where the list is specified in the 

format A,B,C - meaning the resulting values should not have a value 

of A, B, or C. The comparisons are case-sensitive. Extra whitespace is 

not removed before making the comparison, so do not add a space 

after the commas in the list.  

 
  

WinProcess   

The WinProcess transaction enables you to test whether a particular process exists 

on a Windows computer. The WinProcess transaction enables you to define a 

Service Level Agreement for a process. The WinProcess transaction is also useful 

for generating alerts when a specific process on a specific computer does not 

exist. In order to monitor a process with the Transaction application, you need to 

specify the following properties:  

Transaction   WinProcess  

Computer  

Name of the machine with the process you want to test. You 

can use a comma-separated list to specify multiple computers 

at once where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction 

application within the Longitude product. By default Longitude 

will assign the instance name Proc Process Name.  

Name 

Specify the process to monitor. Enter the name of the process 

as it appears in Task Manager or in the Process object of 

Perfmon. The name is not case-sensitive and wildcards are not 

supported in this field.   

  

You cannot enter more than one name at a time. In order to 

monitor additional processes go to the Application Monitoring 

Details screen, by clicking on the triangular application icon 

representing the Transaction application on the main Manage 

Monitoring screen, and add an additional instance of the 

Transaction application. 
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MeasuredObject  

Optionally specify a Measured Object for use in Actions and 

Correlated Events. The MeasuredObject field allows up to 255 

characters so it can be useful in more clearly identifying what 

the transaction is monitoring. If you define a MeasuredObject, 

you will be able to insert it into the OS command of an action 

rule or correlated event using the Insert Variable feature.  

 
  
When you add the WinProcess transaction, a WmiConnect transaction will 
be added automatically. If the WinProcess transaction is unsuccessful, but 
the WmiConnect transaction is also unsuccessful; you will be alerted that 
Longitude could not connect to WMI on the Windows server, rather than 
that the process does not exist.   
  
Note that you must use a Windows agent to collect Service statistics and 
the account assigned to the Heroix Longitude Statistics Server Service on 
the agent must have administrative privileges on the server that you want 
to monitor.   
  

WinScript   

The WinScript transaction enables you to monitor the output of a script. In order 

to monitor the WinScript transaction, you need to specify the following 

properties:  

Transaction   WinScript  
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Computer  

The name of the computer that will be included as the 

source of generated events, and optionally inserted into 

commands. Scripts will always be run on the statistics 

server selected in the Agent field, but if you are executing 

a command or script in such a way that the output is 

related to another machine, you can enter the name of that 

machine in this field. You can enter multiple computers in 

a comma-separated list where the other properties are the 

same. The variable {MANAGEDDEVICE} can be used to 

insert the computers from this field into a command. A 

separate WinScript transaction will be added for each 

computer, with a single computer being inserted into the 

commands. For example if I enter COMPUTER1, 

COMPUTER2 in the Computer field and then I enter NET 

VIEW "\\{MANAGEDDEVICE}" in the command field, I 

will end up with a WinScript transaction for 

COMPUTER1 that executes the command NET VIEW 

"\\COMPUTER1" and another WinScript transaction for 

COMPUTER2 that executes the command NET VIEW 

"\\COMPUTER2".  

Instance 

Name for identifying the instance of the Transaction 

application within the Longitude product. You should 

specify a unique instance for any WinScript transaction 

where the computer in the Computer field is the same. 
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Command  

Command or script to execute. You can use UNC share 

names in the path to a script in order to execute a script 

that exists on a remote 

machine(\\Remote_Computer\C$\test.bat). Even if the 

script is on a remote machine it will be executed on the 

statistics server that is selected in the Agent field, so if you 

intend to run commands against a remote machine, that 

will need to be accomplished in the way that you execute 

the command or script. With the exceptions noted below, 

the syntax that you specify here should be the same syntax 

that you would use to execute the command or script from 

the command line on the selected agent.  

  

DOS shell commands  

  

Any command that is only part of the DOS shell (DIR, 

DATE, etc.) cannot be executed directly, but commands 

that exist as executable files in the system path can be run 

(e.g. NET.exe). To execute DOS shell commands from 

Longitude you can create a batch script or simply precede 

the command with cmd /C as in:   

  

cmd /C DIR  

  

If you plan to execute batch scripts, note that on machines 

that are running Longitude the commands will execute 

from the Longitude directory (by default Program 

Files\Longitude). You can also specify the full path to the 

script when you enter the command.  

  

Examples  

  

You can use cscript to execute a script against the 

computers that you specified in the Computer field by 

inserting the {MANAGEDDEVICE} variable into the 

command as follows:  

  

cscript.exe /Nologo C:\scripts\get-sys-info.vbs 

{MANAGEDDEVICE}   

  

There are a number of vbs scripts available on the Internet 

for system administration tasks. Note that the /Nologo 

option suppresses the output that the script writes to 

standard out, but it is not required to use this option.  

  

You can use the wmic utility to collect information from 
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remote machines as follows:  

  

wmic /node:"{MANAGEDDEVICE}" os list full   

  

Note that wmic requires quotes around the 

{MANAGEDDEVICE} variable if the computer name 

contains special characters (a dash, for example). 

Information about the capabilities and usage of wmic is 

available on the Internet.  

  

Execute a batch file, as follows:  

  

C:\myscript.bat  

  

Execute a NET command against a remote computer:  

  

NET VIEW "\\{MANAGEDDEVICE}"   

  

Note that the computer specification for NET commands 

needs to be in quotes for computer names including 

special characters (e.g. a space). The previous command 

shows the syntax with quotes. The command will still 

work with quotes, even if they are not needed.  
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ComparisonOperator  

Select a comparison operator such that the expression 

<Command output> <ComparisonOperator> 

<ComparisonValue> is true when the output of the 

command represents a healthy state. For example if any 

output less than 2 should trigger an event, select >= for 

ComparisonOperator and enter 2 for ComparisonValue.  

ComparisonValue 

Enter a number or string against which the command 

output should be compared.   

  

If you selected 'like', 'not like' or 'likein' as an operator in 

the previous field, use a regular expression when entering 

this value. The special characters .* will match any 

number of any characters. For Example, the expression 

'ap.*s' would match 'apples', 'applications', or 'aps', but not 

'apple' or 'apprehension'.   

  

Operators 'in' and 'not in' compare text exactly without the 

use of regular expressions.   

  

For all other operators enter a numeric value and note that 

the command output must be numeric. 

 
  

WinShare   

The WinShare transaction enables you to test whether a Windows share exists. In 

order to monitor Windows shares with the Transaction application, you need to 

specify the following properties:  

Transaction   WinShare  

Computer  

Name of the machine with the share you want to test. You can use a 

comma-separated list to specify multiple computers at once where 

the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name Share Sharename.  

Name  

Name of the Windows share to be monitored. You should specify 

the share name as it appears on the Sharing tab of the folder 

property sheet. You should not use UNC format (e.g. don't use 

\\Computer\share). The share name is not case sensitive. If the 

share name includes a single quote, you should escape the character 

by preceding it with a backslash character (for example if the share 

name is Joe's Share, enter Joe\'s Share in the Name field.  

 



137 

 

  
Note that you must use a Windows agent to perform the WinShare 
collection and the account assigned to the Heroix Longitude Statistics 
Server Service on the agent must have administrative privileges on the 
server with the share that you want to monitor. The account is testing if the 
share exists using a WMI query, it does not need permission to access the 
share.   
  
When you add the WinShare transaction, a WmiConnect transaction will 
be added automatically. If the WinShare transaction is unsuccessful, but 
the WmiConnect transaction is also unsuccessful; you will be alerted that 
Longitude could not connect to WMI on the Windows server, rather than 
that the share does not exist.  

WMIConnect   

The WmiConnect transaction enables you to test whether Longitude can connect 

to WMI on a computer. In order to monitor WMI with the Transaction 

application, you need to specify the following properties:  

Transaction   WmiConnect  

Computer  

Name of the machine with the process you want to test. You can 

use a comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Instance  

Name for identifying the instance of the Transaction application 

within the Longitude product. By default Longitude will assign the 

instance name WMI default.  

 
  
Note that you must use a Windows agent to perform the WMIConnect 
collection and the account assigned to the Heroix Longitude Statistics 
Server Service on the agent must have administrative privileges on the 
server that you want to monitor.   

Apache Web Server  

  

Supported Versions (for both Unix/Linux, and Windows): 1.3, 2.0, 2.2  

  

Requirements  

  

Backup configuration files before editing them. Edit httpd.conf to enable server-

status requests (this configuration file is found in the Apache conf directory, for 

example /etc/httpd/conf/httpd.conf, or C:\Program Files\Apache 

Group\Apache\conf). Or, for Apache 2.2, these edits are made in httpd-info.conf 

(e.g. /etc/httpd/conf/extra/httpd-info.conf).:  
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• ExtendedStatus On must be uncommented:    

  

# ExtendedStatus controls whether Apache will generate "full" status  

# information (ExtendedStatus On) or just basic information 

(ExtendedStatus  

# Off) when the "server-status" handler is called. The default is Off.  

  

ExtendedStatus On  

  

• The lines that allow server status reports must be uncommented and this 

section must be configured to allow the Statistics Server access to the 

server-status page.  The example below is not restricting access to this 

page. You can edit this to restrict access to the page, as long as you allow 

the Statistics Server access:  

  

# Allow server status reports, with the URL of http://servername/server-

status  

# Change the "yourdomain.com" to match your domain to enable.  

#  

<Location /server-status>  

    SetHandler server-status  

#    Order deny,allow  

#    Deny from all  

#    Allow from yourdomain.com  

</Location>   

• The lines that load the mod_status module must be uncommented in 

httpd.conf (this edit is not necessary for Apache 2.2, but for Apache 2.2.3 

it is necessary and is made in the conf\httpd.conf file):  

  

LoadModule status_module modules/mod_status.so  

  

• For Apache 2.2 (including 2.2.X), edit the Supplemental configuration 

section of httpd.conf so that the line to include conf/extra/httpd-info.conf 

is uncommented.  

• The Apache server must be restarted after making these changes.   

• After making these changes, you should get a page like the following when 

you access the server-status page from the Statistics Server 

(http://ApacheServer:WebServerPort/server-status?auto). The exact 

output will depend on your version of Apache.  

  
Total Accesses: 1  

Total kBytes: 2  

Uptime: 88  

ReqPerSec: .0113636  

BytesPerSec: 23.2727  

BytesPerReq: 2048  

BusyServers: 1  

http://apacheserver:WebServerPort/server-status?auto
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IdleServers: 49  

Scoreboard: _W  

  

 

Configuration  

  

When you add the Apache application, you need to specify the following 

properties:  

  

Computer  Name of the computer running Apache. You can use a 

comma-separated list to specify multiple computers at once 

where the other properties are the same.  

Instance  Friendly name that you can specify to distinguish between 

multiple instances. This is the name that Heroix Longitude 

will use to identify the instance in alerts. You can choose any 

name that you want to represent the instance - the name does 

not need to correspond to a literal instance name from your 

installation of Apache.  

Path  Path portion of status url (usually server-status?auto)  

Port  Port of webserver, as defined in httpd.conf. The default is 80.  

 
  
The Heroix Longitude Apache application looks for deviations from a 
historical average.  It will not generate events until the repository has at 
least 8 days worth of data.  
  
Additional information about the Apache application is available in the 
online help (from the Web UI select Longitude Help from the Help menu, 
expand Applications and Configuration in the help tree, and select 
Monitoring Apache).  
  
  
  

IIS  

  

Supported Versions 6  

Requirements  

Service Account Privileges  

The account\password pair assigned to the Statistics Server service must be a 

member of the Local Administrators group on the Windows computers from 
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which statistics will be collected in order to allow WMI authorization to succeed. 

Refer to Connecting to WMI on a Remote Computer at the Microsoft MSDN site 

(http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp) for full details 

on what is required to use WMI on Computer A to collect statistics from remote 

Windows Computer B.  

Windows Performance Counters  

The Heroix Longitude IIS application relies on the use of Windows Performance 

Monitor counters related to IIS. If Windows performance counters get corrupted 

and disappear, rebooting the Windows computer may resolve the problem, or the 

counters may need to be manually reloaded.  See the Microsoft website for more 

details about restoring missing performance counters. After loading new 

performance counters it may be necessary to synchronize the performance 

counters.  

  

Configuration  

  

Add the IIS application using the Manage Monitoring function by selecting the 

IIS application and specifying the name of the IIS Servers that you want to 

monitor (you can add the application for multiple computers by entering a 

comma-separated list of computers).   

  

Many of the rules in the IIS application look for deviations from a historical 

average.  These rules will not generate events until the repository has at least 8 

days worth of data.  

  

Internet  

  

The Longitude Internet application enables you to emulate the experience of a 

web site user by executing synthetic transactions against the web site and 

evaluating the response time and content of the site. By default a Longitude event 

notification is generated in response to failures and these events can be used to 

trigger actions or correlated events. Results can also be displayed in Longitude 

Service Level Agreements. Internet statistics are not available in the Statistics 

Dashboard.  

Requirements  

  

Firefox 3.0 is required to record the macros that Longitude will execute. The 

Internet application is not supported for Linux Statistics Servers - a Windows 

Statistics Server is required to perfom the collections.  

Configuration  

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmisdk/wmi/connecting_to_wmi_on_a_remote_computer.asp
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IMPORTANT: When you add the Internet application (or test the Internet 

collection using the Test button), you should not be logged into the Statistics 

Server computer under the same account that the Statistics Server component 

uses.  

  

When you add the Internet application, you need to specify the following 

properties:  

  

Computer  Name of the computer (or web site name, without the protocol 

specification, e.g. www.Heroix.com) hosting the web site. 

You can use a comma-separated list to specify multiple 

computers at once where the other properties are the same.  

Instance  Name for identifying the instance of the Internet application 

within the Longitude product. By default Longitude will 

assign the instance name the same name as the selected 

macro.  

  

If you monitor multiple internet transactions for the same 

server, all of the collections will appear under the same 

triangular application icon on the Manage Monitoring screen 

and the failure of any collection will affect the color of the 

application icon. In this case, you can identify the problem 

collections by clicking on the application icon and looking at 

the icon next to the individual collections.  

Macro  The name of the Selenium internet macro to execute. Click the 

Manage macros link to upload a new macro.  

Schedule  Interval on which the macro will be tested.  

Timeout How many seconds to wait for the entire macro to complete 

before triggering a failure.  

  

By default any individual step in the macro has a timeout of 

15 seconds. To change the step timeout, edit the value of the 

Statistics Server's 

DefaultMaxInternetMacroCmdLatencySeconds property 

using the Manage Longitude Properties function. 

Protocol  The internet protocol. Select either http or https.  

Port  The port used to access the web site.  

 
  
Manage Macros  

  

To execute a macro with Longitude, use the Manage Macros page to upload it and 
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to modify it, if desired. To upload a macro, use the browse button next to the 

Upload field to select it, or type the path and name of the macro in the Upload 

field. After you upload the macro, you have the option to add a description for it 

in the Description field. When you select a step its details will be configurable in 

the modify section of the form. If the Value field includes a password and you 

want to encrypt it so that it will not be displayed in plain text, click the Encrypt 

button that appears next to the field. When you are done modifying the macro, 

click the Save Changes button.  

  

Click the Export button to export the updated macro and save it in place of the 

original script. If you have encrypted a password and you later want to run the 

script using the Selenium IDE, you will need to temporarily change the password 

back to its unencrypted form.  

  

Click the Delete button next to a macro if you no longer want Longitude to 

display it as a macro selection. If you update a macro outside of Longitude, you 

should use the Delete button to remove the previously uploaded copy and then 

upload the updated copy.  

To exit the Manage Macros page, click the Done button.  

  
Recording Macros  

  

A macro is a script including steps to perform against a web site. The macro tells 

the Longitude Internet application what steps to take when it is running a 

synthetic transaction against a web site. To record a macro:  

  

1. Login to the server that will be performing the collection. You should login 

with the same account used by the Statistics Server service to record your 

macros.  

  

2. Open Firefox. From the File menu select Open File..., open 

Longitude\lib\selenium-ide-0.8.6.xpi and install it.  

  

3. Open the web page from which the macro should start and select Selenium 

IDE from the Tools menu of Firefox.  

  

4. Navigate the web site to perform the same transaction that you want 

Longitude to test. If you want to check the content of a page, select the 

text you want to check, right-click and select from the Show All Available 

Commands menu options.  

  

5. When you are done recording the macro, click the red record button so that 

the button is no longer depressed, select Save Test from the File menu of 

the Selenium IDE, and save the macro to disk with an html extension.  

 

 
Failure Notification  
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By default Longitude will generate an event if an internet transaction fails. To 

stop Longitude from generating events for all failed Internet transactions, use the 

Manage Tasks function to disable the Int_SeleniumCheck task under the Internet 

application. If you disable the task it will prevent the Internet application from 

generating failure events, but Longitude will still archive the results of the 

Internet collections for use with SLA's.  

  

You can also disable the event for a particular Internet instance on a particular 

computer by clicking the disable link in the Event Shutoff section of the event 

details in the Event Monitor.  

  
SLA's  

  

The Duration (seconds) statistic should be used to evaluate whether or not the 

macro is completing within an acceptable amount of time. Duration (seconds) is 

the only selectable statistic for an Internet SLA and it is a required selection when 

defining Internet SLA service conditions. The Response Time value, which is 

included in the SLA results, is the time it took Longitude to perform the collection 

rather than the time it took Selenium to run the macro. The Duration (seconds) 

statistic is collected with a precision of tenths of seconds (e.g. 4.1 seconds) and 

the Degraded and Unacceptable conditions for this statistic in an SLA may also be 

specified with fractions of a second. If Duration (seconds) exceeds the 

Unacceptable threshold, the service condition will be unacceptable (orange). If the 

Duration (seconds) exceeds the Degraded threshold, but not the Unacceptable 

threshold, the service condition will be degraded (yellow). If the macro fails 

because it could not be completed or because the expected content was not found, 

the service condition will be down (red). If you only care about the success or 

failure of the Internet macro and not the response time, set the degraded and 

unacceptable thresholds to a value that is larger than the timeout that was 

specified in the application properties of the Internet application (the timeout 

defaults to 60 seconds).  

  

Additional information about the Internet application is available in the online 

help (from the Web UI select Longitude Help from the Help menu, expand 

Applications and Configuration in the help tree, and select Monitoring Internet 

Transactions).  

  

  

 

 


